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FOREWORD

This monograph describes the Computerized Reliability Analysis
Method (CRAM), developed by ARINC Research Corporation in conjunction
with work performed for George C. Marshall Space Flight Center,
National Aeronautics and Space Administration, under Contract
NAS8-11087. The Corporation acknowledges with appreciation the
support given by NASA to this project.

In concept, CRAM can be used to analyze all systems in which
a failure of cne part can be defined without reference to any other
part. The technique, in brief, is as follows: On the basis of a
system description, the coperating modes are identified and the sys-
tem is partitioned into subsystems for individual analysis. Relia-
bility diagrams are prepared for the individual subsystems, and data
on the subsystem elements and failure probabilities of the element
classes are tabulated. The first computer program converts the coded
reliability diagrams into a formula representing the condition for
system success; this formula in turn is converted by the second
program into a reliability model. From this model and the data
tables, the third program computes a reliability value for the sub-
system. The subsystem numbers are then combined into a single value

representing the system.

This publication continues the series of monographs in which
ARINC Research staff members have discussed various facets of the
systematic study of reliability, maintainability, and other factors
influencing system effectiveness. Monograph 11 is concerned mainly
with detailed procedures for using computers to perform the tedious
calculations required in reliability prediction. Thus the monograph
has some of the aspects of a handbook of instructions. It is aimed
at personnel who are themselves involved in the work of reliability
prediction; and, it assumes that the reader has some previous under-
standing of the concept of reliability and reliability prediction
methods.
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1. INTRODUCTION

1.1 What Is CRAM?

The term CRAM is an acronym for Computerized Reliability
Analysis Method; CRAM, the concept, is a method for analyzing reli-
ability by the use of computers.

What distinguishes CRAM from other computer-based analysis
methods is that the computer programs used in CRAM are strictly
utility routines; no further programming is needed to make them
usable. The reliability diagrams produced in the preparatory
analysis are converted to inputs to the first computer procgram,
which, in conjunction with the second program, turns out a con-
ventional reliability model. That is, if R is a name for the
system reliability, and if Rl,..., Rn, are names for the relia-
bilities of subsystems or parts, then the first two computer
programs produce an equation of the form

Rzzizi(products of Rj) (1)

A third program takes Equation 1, together with information on the
failure probabilities of the subsystems or parts, and produces a
numerical estimate of the system reliability; for example,

R = 0.99995L575 (2)

The information about failure probabilities may be provided either
as a probability or as a rate, complete with time data and K factors.

1.2 Basic Benefits

The use of computer programs for constructing reliability models
and computing reliability relieves the analyst of much of the drudg-
ery involved in conducting analyses. As a result, he can concen-
trate on technical tasgks such as producing reliability diagrams and
obtaining information on failure probabilities. Furthermore, the
machine does the shuffling of models and the computation sc rapidly
that the complexity of computation ceases to be a factor. If a model



is to be worked out by hand, unusual modes of possible failure often
must be neglected, to keep the work within bounds. Experienced reli-
ability engineers know how to estimate such possibilities without
impairing the integrity of the answers, but making such estimates

requires thought and time, as well as a background of experilence.

It is noteworthy, also, that any possibilities neglected in a
reliability model must be accounted for in a full failure-mode-and-
effect analysis (FMEA)T. Therefore, the "manual" method tends to
create differences between the FMEA and the reliability model. When
computer programs are used, the balance of economy shifts the other
way: It becomes less trouble to include a possibility in the dilagram
than to find reasons for omitting it. If, in fact, no possibilities
are omitted from the diagram, then the reliability model can be used

to prepare an FMEA, again on a computer.

+ For a definition of a failure-mode-and-effect analysis,
see page 52. A 1list of definltions follows the appendix of
this monograph.




2. THE APPLICABILITY OF CRAM

There are limitations on the applicability of CRAM, in that not
all systems can be converted into the kinds of dilagrams which the
computer programs accept. Section 2.1 describes the types of systems
to which CRAM can be applied.

Even for a system to which CRAM can be applied, one may not
wish to use all the machinery of a formal method. The decision
whether or not to use CRAM depends on circumstances, but, for the
guidance of prospective users, Section 2.2 will discuss the advan-
tages and disadvantages of the method and the manner in which they
depend upon the size of the system.

A particularly noteworthy point is that, once the decision is
made to use CRAM, then one is committed to a particular sequence of
tasks. A brief description of the resulting work flow, and what is
entailed in the performance of each fTask, will be presented in
Section 2.3.

2.1 Types of Systems

The feature of CRAM which establishes the basic limitation on
the applicability of this analysis method is the mathematical reli-
ability model produced by the second computer program. CRAM is
applicable only to systems which can be represented by such a model.

Reliability models are formulas in the propositional calculus;
they are equivalent to Boolean formulas. (See the discussion in
the Appendix.) For instance, if s Is a system consisting of subsys-
tems a and b in series, then the model is

S* - A and B (3)

where the capital letters denote that the corresponding subsystems
work for the required length of time and the * denotes that the

entire system works. Equation 3 1is a propositional function. If s




conslsts of a serles path through a, and parallel paths through
b and ¢, then the model 1s

S*¥ = A and (B or C) (4)

In the foregolng interpretation, the concept "a works" needs
explanation. The subsystem a performs a functlon in the system s.
If s is a hardware system, then some physical entity (a current or
gas) enters a at one end, 1is operated upon by a, and emerges in
changed form at the other end. If the system is to work, the form
of the physical entity as 1t leaves a must be correct. Sometimes
it is possible to know whether or not the output of a 1s correct
without reference to the other parts of the system -- for instance,
if the function of a 1s to produce an electrical pulse of a certailn
shape and size, or if a 1s a valve which should close agalnst a given
pressure. At other times it may be impossible to declde whether the
output of a 1s correct without knowlng how other elements are
operating -~ for instance, 1f three batterles, each with a rated
capacity of 12 amp-hr, are together required vo deliver 30 amp-hr.
The system can function with one of these batterles well below 1ts
rated output, provided the others are up to their rating. If the
elements are made to specifications, however, and we arbitrarily
say that an element works 1n the system if 1t meets its specifica-
tion, then we are in the situatlon of not needing to refer to other

parts of the system.

The two cases -- systems in which the correctness of element
outputs can be ascertained without reference to the other elements,
and those in which this 1s not possible -- lead to very different
models. In the first case, CRAM can be used and the system can be
modeled within the propositional calculus. In the second case,
sophisticated analytical models are necessary; CRAM cannot be used.

From the above discussion 1t is evident that CRAM can always
be used 1f the element operating mode 1s determined wilth regard only
to the specifications. Thils feature makes the method partlcularly
approprlate for systems analysils where the elements are subsystems

rather than plece parts.




CRAM 1mposes no limitation on the number of different operating
modes of an element that can be considered. For instance, a diode
may be in any one of several "faillure" modes -- such as "open,"
"shorted," or "noilsy" -- some of which may not prevent satisfactory
circult performance. All these fallure modes can be accommodated
separately in the analysls. Similarly, if a subsystem can operate
in a number of different modes, these modes can be distinguilshed and
thelr different effects on the system taken into account.

Further restrictions on the use of CRAM which do now exist are
not inherent to the method but reflect the degree of completion of
the computer programs. The programs as now constituted can handle
only serles systems or systems with active redundancy, which do not

change their configuration with time. The restrictions are in

process of being removed, and, when they are, CRAM will be applicable
to all systems which satisfy the requirement of independence of
cperating modes among the elements, including

(a) systems with standby redundancy

(b) systems with repair capability

(c) systems whose configuration changes with time

2.2 Advantages and Disadvantages of CRAM

The dlagrams used in the CRAM method are different in appearance
from the usual type of reliability diagrams. Because each block 1s
permitted only one successor, the diagram will have more blocks and
glve the impression of being more complex. In fact, CRAM dlagrams
are structurally simpler than conventlonal reliability diagrams. It
takes some practice, however, to learn to apply the rules easily. 1In
ARINC Research experlence the learning time 1s about 2 weeks; after
that period, an analyst willl produce and read CRAM diagrams as
easlly as other types.

Both the advantages and the disadvantages of CRAM follow from
1ts formality. Tables of elements must be completed, with the name
of each element accompanied by the name of the element class to which
it belongs. For each element class, failure Information must be
provided in another table. Both the tables and the diagram must be
coplied on code sheets and punched, and finally the computer programs
must be run. A substantial amount of clerical labor is involved in




this process, and it is this clerical labor that is traded off
against the engineering time. Conseguently, for simple systems
with little redundancy, it is probably easier for the analyst to
write the reliability model by hand and compute the reliabllity
on a desk calculator than to incur the administrative time needed

to use the computer.

On the other hand, if the system becomes complex or incorporates
much redundancy, or if the elements can operate 1n many different
modes which have different effects on system operation, then the
formal procedures of CRAM begin to pay off. Again, if the system
considered is part of a larger system and subsystems are used in
several contexts, the capability of CRAM to account for different
uses of the same subsystem becomes very useful. PFinally, CRAM
provides a permanent system model, together with a permanent record
of the assumptions about element failure probabilities. This
model can be readily updated. It can also be used for reassessing
the system success probability when more information becomes avall-
able, If these considerations are important, one would tend to
use CRAM,

This discussion of when to use CRAM can be summed up as

follows:

(1) One would tend to use CRAM for complex systems incorpo-
rating a substantial amount of redundancy, or for multimcde systems,
or for parts of such systems, or for systems which would be sub-

ject to re-evaluation or reassessment.

(2) One would tend not to use CRAM for relatively simple
systems, or for systems which are primarily series systems and
which are being evaluated on a one-time-only basis.

(3) The dividing line between these classes must be deter-
mined in each case.

Section 2.3 outlines in sequence the work that is required in a
CRAM analysis and that must be conslidered in the decision whether
or not to use CRAM,




2.3 Work Flow in CRAM

Figure 1 displays the tasks that must be performed in a CRAM
reliability analysis. Most of these tasks are standard ingredients
of any analysis, and detziled descriptions may be found in textbooks

on reliability.t

First, a good system description must be obtained. This task
usually requires considerable effort, including much searching of
literature, conferences with designers, and collating of scattered
material and information. The resulting system description may be
a collection of schematics, or function diagrams, or block dilagrams,
or a combination of a1l three.

Next, the system must be analyzed to identify (1) the different
purposes it may serve as it operates in different modes, and (2) the
different combinations of subsystems through which each purpose may
be accomplished. Each system purpose corresponds to a separate
system-success mode, and for each of these modes all combinations
of subsystem operating modes which can accomplish the purpose must

be collected on a separate dlagram.

During this work, 1t will become clear how the system can be
divided into subsystems so that the subsystems operate or fail inde-
pendently of one another. This partitioning concludes the initial
system analysis.

Once the subsystems have been defined, it is necessary to iso-
late the different modes in which they operate and to collect into
sets those which lead to the same system-success modes. For each set
of subsystem operating modes which can lead to one system-success
mode, one diagram 1s needed.

A1l the tasks discussed above are really concerned with defining
"success" for the systems. Once this has been done, the reliability
analysis of the subsystems can be initiated. The analysis will show
what combinations of element operating states are necessary to assure
subsystem success.

t See, for example, ARINC Research Corporation's Reliability
Engineering, William H. von Alven, ed., Englewood Cliffs, N. J.,
Prentice-Hall, Inc., 1904,

-1




Obtain
Legend System
Description
[ Tasks B
C] outputs or Inputs
Corpput s
O puter funs Isolate System

Operating Modes

Divide System Into
Subsystems For
Separate Analysis

{For Fach Subsystem)

Time Isclate Subsystem Analysts
Operating Modes Obtalin Info.
On Failure
Probabllities
Analyze
Sutsystems

Prepare Table:
Prepare Prepare Table: Zlement Class vs,
Diagrams Element vs. Failure Info.
Element Class

—— Time
Clerical Frepare Diagran To Formila To MO‘%? And ‘;9111:%11;1‘
And Code Sheets Part 1 Formula rary 2 Model T?L ltes o S'L“;': oTs o
EDP Frogran Frorram art 3 Subsysten
Frograr
AR64304
Time Analysts

TIGURE 1

WORK FLOW IN CRAM




The rules for constructing CRAM diagrams envisage a step-by-step

analysis of the subsystem, starting with the outputs and working back
toward the inputs. Experience has shown that this procedure --
working step by step from outputs to inputs -- is not only a conven-
ient way of drawing diagrams but also helps to ensure that no possi-
bilities are overlocked in the analysis.

The diagrams are one output of the analysis. The other outputs

are:

1) A list of element operating modes
2) A 1list of elements, and, for each element, the class to

which 1t belongs
(3) A 1list of information from which, for each element class,

the failure probability can be computed.

An element class is any group of elements which have the same

failure probability. A failure probability may be given directly as
a probability or it may be given in the form of a failure rate, a
time, and K factors. Because different K factors or times will lead
to different failure probabilities, separate element classes must be
made up for elements which have different K factors, even if they

otherwise belong to the same class.,

The three outputs of the analysis -- diagrams, failure-

information tables, and element lists -- are the inputs to the

three computer programs (identified as the Part 1, Part 2, and
Part 3 programs). Accordingly, these outputs must be transferred
to code sheets, from which cards will be punched.

The cards representing the diagrams are the inputs to the
Part 1 program. The cutput of this program is a formula representing
the condition for system success. This formula, however, is not in
a form suitable for reliability computations. TFor instance, if suc-
cessful system operation requires a and either b or ¢, the formula
would bet

A 2nd (B or Q) (5)

+ Capital letters represent the supposition that the element denoted
by the corresponding small letter operates in the reguired mode.



The probability of success of this system would be

+ Py P+ Py Py - Py Py Py (6)

where PA’ PB’ PC represent the success probabilities of a, b, and

¢, respectively, The Part 2 program converts formulas such as Equa-
tion 5 into series of products like that in Equation 6, and at the
same time removes any duplications which may arise; also, it deletes
ferms which, in effect, would require one element to operate in two
different modes at the same time.

The Part 3 program accepts equations such as Egquation 6 and
the element-1list and failure-information tables, substitutes the
numbers, and calculates the gystem reliability.

The final task, reassembling the system from its subsystems,
requires little comment. This can either be done by hand, or, if
diagrams have been made for the different system modes in terms of
the subsystem modes, it can be done on the computer, In the latter
case the elements will be the subsystems, and their probabilities
will be the outputs of the subsystem analyses.

10
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BASIC RULES OF PROCEDURE

Any reliability analysis requires the painstaking performance
of all the tasks above the first double line in Figure 1. If the
organization and monitoring of these tasks is different when
CRAM is used, this difference is a consequence only of the fixed
format of CRAM outputs and the greater ease with which CRAM sepa-

rates and recombines subsystems.

Because cof the fixed format of the dlagrams and other outputs
of the CRAM analysis, it i1s much easier to divide a system into sub-
systems -- each of which may be assigned to a different analyst --
and then to recombine the results. When thils 1s done, however, a
careful control must be exercised to ensure that the subsystems
recombine correctly. Also, the scheduling must be carefully managed,
since one subsystem 1s usually an input to another and the relia-
bility of the first must be known before that of the second can be

computed.

The ease with which different element operating modes can be
accounted for on a CRAM diagram tempts the analyst to record a com-
plete analysis of his subsystem. This feature is desirable, since
it tends to provide a model that is more faitnful to the original;
however, it also necessitates a careful monitoring system to ensure
that no mistakes, and especially no typographical errors, are
allowed to enter the computer inputs. In general, one of the chief
preoccupations in the management of a CRAM analysis will be to main-
fain accuracy throughout, and procedures for achieving this aim must
be established.

Tiie actual job cof dividing a system into subsystems 1is an
engineering function; it will be discussed in Section 4.1.4 of this
monograph. Management's function is to organize the work so that
it can be conducted without confusion. The remainder of Secticn 3
seeks to ease the management task by presenting several procedural

rules and a suggested work schedule. This material states certailn

11



fundamentals of the engineering-analysis work described in Section 4,
shows the elements of CRAM in perspective, and emphasizes precau-
tionary measures that are of major importance.

3.1 Bagic Rules for Dividing the System

The computer programs operate on the names of elements. If
two elements appearing on the same diagram are given the same name,
the programs will treat them as different occurrences of the same
element, and derive the model accordingly. Conversely, if the same
element appears twice on a diagram, but under different names, the
program will act as if there were two distinct elements. The same
principle applies to subsystems. Thus, 1f two subsystems have a
group of elements in common, but the subsystems are given different
names, the computer will act as if the common group of elements is

in fact two separate groups.

From these considerations we obtain the first two procedural
rules (PR):
PR 1. No two elements in the system may have the same name.
PR 2. No two subsystems may have elements in common; i.e.,
elements in common between two subsystems should be
broken out as a separate subsystem.,

To ensure an orderly analysis and, also, to determine the facts
relating to PR 2, above, it is necessary to know how all the sub-
systems fit together, before they are analyzed. The best way to
ensure that this is done is to construct CRAM-type diagrams for the
system, with the subsystems appearing as elements. These diagrams
provide the basis for the next procedural rule:

PR 3. Before the subsystem analysis 1s initiated, construct
diagrams of the system modes of interest, in which the
subsystem modes of interest are elements.

This procedure also serves as a mechanism for ensuring that PR 1 and
PR 2 have been complied with. These system dlagrams should be as
explicit as possible about the requirements on the subsystem. For
instance, if the function of a subsystem 1s to produce a signal,

the block should be labeled with a "correct signal' indication,
rather than as "O0K". (The precise method of labelinz operating

modes 1s explained in Section 4.,2,2,) If there are nonsystem inputs,

12




fhese should be shown on the diagrams, so that the system diagrams
on which the subsystems are blocks will be in all respects like the
subsystem diagrams on which the elements are blocks.

The analyst must have a clear understanding of the symbolism
used in the diagrams; otherwise much confusion can result. Through-
out the analysis if a, for instance, is an element, then A/OK
represents the proposition that a has not failed in any way, and

A*/0K represents th

O
T

roposition that @ has not falled and that all
the necessary inputs for a are available. The same applies to a
subsystem. If, for example, "301/cs", representing the correct
signal output of a subsystem, appears as a block on the system
diagram and as a terminal block on the subsystem diagram for sub-
system 301, then "301%/cs" can be interpreted in two ways:

On the system diagram it would mean that subsystem 301 and
all subsystems which provide 301 with inputs are working
correctly. ("Working correctly" in this context means "pro-

viding the right output"; i.e., a system may work correctly
and yet have failed elements.)

On the subsystem diagram it would mean that all the predeces-

sors shown on the subsystem diagrams are working correctly.

These two interpretations lead to the same formulas if all the
subsystems which provide inputs to the subsystem 301 are so shown
on the diagram for 301. However, if this 1s done, the reliability
evaluation of 301 must await completion of the reliability evalua-
tions of the inputs. Furthermore, no evaluation of the subsystem
301 by itself will ever be produced. It is better, therefore, to
produce a model for a subsystem in which the inputs obtained from
other subsystems are not mentioned, and to rely on the system dia-
grams to perform the integration among subsystems. The next proce-
dural rule 1is, therefore:

PR 4. On subsystem diagrams the subsystems which provide
inputs should be shown, but the latter subsystems
should not appear in the medel. The subsystem name
without a star (e.g., 301/cs) shall designate the con-
ditional event that the subsystem opsrates correctly,

if all the subsystems providing inputs operate correctly.

13



3.2 Scheduling

Figure 2 represents a schedulingz chart that hasg proved a
valuable device for management of the analysis of a large system.
The chart may apply either to the entire system in one of its modes
of Interest, or to one of the subsystems, since subsystems too may

be broken up into sub-subsystems before being analyzed into elements.

In the first column are listed the subsystems with their
required operating modes if the chart is for a system; the sub-
subsystems if the chart is for a subsystem. Tnis column therefore
contains the full desgscription of the blocks on the corresponding

diagrams.

The second column lists the names that have been given to the
blocks on the diagram. The first two columns together serve also
as a "dictionary" for subsystem names. For example, they would

show what subsystem is represented by "301".

The third column contains entries only for those subsystems
which are further broken down into sub-subsystems. Each subsystem
of this type will then have 1its own scheduling chart, and the

number of the chart will appear in this column.

The remaining columns refer to the tasks detailed on Figure 1.

They are, in order:

Column 4 Description This healing refers to the system or descrip-
complete tion from which the diagram will be madec.
Note that 1t is possible, and I1ndeed common,
to have sufficient information to construct
the system diagram in terms of subsystems
before all the details on each subsystem are

known.
Column 5 Diagram This headinz is self-explanatory. Note that,
complete by PR 3, the system diagrams must be complete

before the subsystems can be entered in
columns 1 and 2.

Column 5  Diagram The need for checkinr i1s discussed in
checked Section 3.3.

Column 7 Diagram to If a report is required, its production
drafting should be scheduled concurrently with the

analysis,
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Column 8 Diagram
coded and
punched

Column 9 Diagram cards See Section 3.3.
cnecked

Column 10 Element table For a system diagram, this heading refers
complete to a table of subsystems; for a subsystem
analyzed into sub-subsystems, it refers
to a table of the latter. The items in
the table will consist of names of blocks
and the classes to which these blocks
belong.

Column 11 Element table
checked

Column 12 Element table
coded and
punched

Column 13 Element table
cards checked

Column 14 Element table
to typing

Column 15 Class failure It is quite common for several subsystems
table number to consist of the same element classes.
In this case only one table needs to be
made for the group.

Columns 16-20 These columns are for the tables of failure
information for the element classes. The
steps are the same; preparaticn, checking,
punching and checking, table to typing.

Column 21 Part 1 Tne Part 1 program uses only the diagram
program run cards.

Column 22 Part 2 The Part 2 program uses only the output of
program run the Part 1 program.

Column 23 Part 3 The Part 3 program uses the output of
program run Part 2 and the two tables referred to in

Columns 10 and 15.

The procedure for use of the chart 1s to enter the due date
and the initlals of the responsible staff member in the block and,
as the work 1s completed, to crosshatch those blocks whlch are
complete. The chart thus will show at a glance which subsystems
are laggling behind.

In scheduling the computer runs, the analyst should bear in
mind that they are usually brief. (An exception is the Part 2
program for very large diagrams, which may take several hours. )
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Therefore, 1t may be more econcmical to schedule a number of runs
of Part 1 followed by a number of runs of Parts 2 and 3, rather
than runninzg each subsystem as the inputs become available. It is
in general more efficient, and therefore cheaper, to make a number
of runs with one program than to take one set of inputs through a
series of programs, and then another, and so on. Experience must
show, and pressure of due dates determine, to what extent such
economies of computer time can be effected.

3.3 Checking and Proofreading

The need for accuracy in reliability analysis is not peculiar
to CRAM. However, the greater formality and the greater division
of labor characteristic of CRAM make 1t both possible and more neces-
sary to establish procedures for guarding against analytical and
typographical errors. The recommended procedures, comprising five
parts of PR 5, are as follows:

PR 5.1. Diagrams should be checked against the system
description by a second analyst.
PR 5.2. Lists of element names vs. element classes should
be checked
(a) against the diagram for completeness of the
list and accuracy of the names

(b) against the original system description, as
a second check on names, and for the element
class to which each element belongs

PR 5.3. Lists of failure information for element classes
should be proofread against the original source.

PR 5.4, Listings of diagram cards should be proofread against
the diagram, as should listings of cards of the
element vs. class tables. Listings of failure infor-
mation should be proofread against the original source.

PR 5.5 The printout of the Part 3 program should be carefully

examined by the original analyst.

If these steps are followed, inaccuracies should be kept to a mini-
mum. It must be stressed that the computer program works only on
what it sees. Many mistakes in the inputs will cause it to halt,
but if a wronz part-class or operating mode has been coded, the
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program will continue the computation with this mistake and supply
wrong answers. For this reason the checkinz and proofreading pro-
cedures of PR 5 are of the utmost importance.

3.4 Conclusion

Tne procedural rules and scheduling chart given in Sections
3.1-3.3 are intended us ruides to the manuement of a reliability
analysis. The accompanying discussion points out some of the char-
acteristics of CRAM which have led to difficulties in the orderly
progression of tasks in the past. The guidelincs given will not
substitute for attentive management, nor will they solve all diffi-
culties which may arise. They have, however, proved helpful in

the past, and it 1is hoped they can be further developed to provide
more help in the future.




4, ENGINEERING ANALYSIS

4,1 General Discussion

This introduction to the engineering-analysis portion of the
CRAM method will consider some of the more general characteristics
of CRAM, in comparison with those of ti.e classical reliability
analysis method. The differences between the two methods are actu-
ally rather small, and this is as it should be, since the classical
method produces good results., Perhaps the best way to look at CRAM
is as a sharpening of the classical method; the same tasks must be
performed by the analysts and the same information must be available.
The only difference is that in CRAM, the record of the analysis (the
diagram) and of the auxiliary information (kinds of elements and
their failure rates) is produced by explicitly stated rules, and
hence will be available in a standard form.

The price paid for these advantages of CRAM is that experienced
analysts must take the trouble to become familiar with the rules
and with the standard forms. The payoff to the analyst is that it
relieves him of not only the administrative burden of recording the
information but also the computational burden of constructing reli-
ability mecdels from the diagram and computing reliabilities from
these models and the failure information.

The payoff to management is that, with the standardization of
format and the easing of the administrative and computational load,
1t becomes much easier to divide systems into subsystems for analysis
and to recombine the results. Hence, with the same management effort,
larger systems can be subjected to a more detalled analysis than is
possible with a less formalized approach.

A peint discussed in Section 2.2 is worth restating here: By
no means will all systems repay the effort reqguired bty the increased

formality of the CRAM technique.
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bh,1.1 Diagrams

"A reliability block diagram may be considered a logic
chart which, by means of the arrangement of blocks and lines,
depicts the effect of failure of items of equipment on the
system's functional capability." t

Any reliability block diagram must satisfy this definition. It
must be remembered that such diagrams form the basis of reliability
analysis; in fact, the theory of reliability analysis 1is a theory
T Therefore the method of constructing
diagrams 1is at the root of any method for relilability analysis.

about reliability diagrams.

Reliability Engineering, the source of the above-quoted defini-

tion, continues wilth a description of what a reliability diagram
should look like:

"Items whose failure causes system failure are shown in
series with other items. Items whose failure causes system
failure only when some other item has also failed are drawn
in parallel with the other items."t

The instructions given in that text are in the nature of conditions
which the completed dilagram must satisfy. They allow wide latitude
in the type of diagram used, and CRAM dlagrams as well as the more
conventional types satisfy these requirements. In a sense, the
rules of CRAM take up one of the options allowed under the instruc-
tions.

4.,1.2 Rules and Convenience Blocks

CRAM diagrams differ from conventional ones in two respects:

(1) The blocks refer to operating modes of elements, rather
than to the elements themselves. This i1s a natural extension of
the concept of a "failed" element; the element has not failled if

t ARINC Research Corporation, William H. von Alven, ed., Reli-

ability Engineering, Englewood Cliffs, N. J., Prentice-Hall, Inc.,

1904, pg. 280.

tt David E. Van Tijn, "On the Systematic Construction of Reliabllity
Expressions and Functions", paper submitted to Operations
Research, September 196k,
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it is in one of the operating modes specified in the block. What
this means 1s that it is still performing its function in the system,
though it may well have failed in the ccnventional sense.

(2) As far as the connections are concerned, CRAM diagrams do
not have split outputs. Every block except the last has exactly
one successor block. This feature is necessary if the Part 1 com-
puter program is to be used; however, it is a feature that is easily
attained. Any conventional dlagram of the series-parall
be converted to a CRAM dlagram by a simple repetition of branches.
Figure 3 is a comparison of the two types of diagrams.

The real difference in CRAM as a method is in the "rules for
constructing diagrams". These rules provide a procedure for con-
verting a system description into a reliability diagram. They
impose a step-by-step analysis. The analyst asks himself, first:

"What element outputs are needed to enable the system to operate?"
and then:

"What combination of inputs does this element need to be able

to function?”
and, finally, since the input to one element is the output of a
breceding one:

"How must this (preceding) element operate to provide the out-

puts reguired as inputs to the element just examined?”

By asking this sequence of questions for each element, the
analyst is automatically guided into the construction of reliability
diagrams in which the blocks mention explicitly the permissible
operating modes of elements and in which all series-parallel systems
produce tree diagrams. Furthermore, analysis by this method is some-
what easier than to look at an element and ask the question:

"If this fails, what happens to the system?"

For those systems to which CRAM applies,T the two approaches yield
the same result.

T See Section 2.1.
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FIGURE 3
CONVENTIONAL AND CRAM DIAGRAMS FOR A REDUNDANT SYSTEM

The rules now do two thini's: They provide a notation for the
logical combination of the inputs, which each element needs, and, in

case the system is a feedback system, they provide a method for con-

verting the reliability diagram into a series-parallel diagram which
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w1ll lead to the correct model. A proof existst that this can always
be done if the requirement of independence of element operating modes
ls satisfied.

A notational device is provided by the optional rule, in the
"convenience blocks". Convenience blocks are used if branches of
the diagram must be repeated to avoid the split outputs of conven-
tional diagrams. They are a name for the branch. A convenience
block may represent elther an element and all its predecessors, or
1t may be inserted in any line of the diagram. In the latter case
1t represents the elements which feed into this line, and all their
predecessors, but there is no element corresponding to the conven-
ience block. In Figure 3(c), C* is a convenience block representing
element ¢ and its predecessors; 101 is a convenience block inserted
into the diagram, without a corresponding element.

Both types of convenilence blocks are used in the same way. The
first time they are used, when they are shown with all their prede-
cessors a "+" is added to the name of the block. This symbol will
cause the computer to put the whole expression for the block into a
special storage. Then the next time the branch is needed as an input
to an element, the same name is repeated, but with a "*" added to it.
This sign will cause the computer to call the expression for the
branch from the special storage.

The convenience blocks serve the valuable purpose of restricting
the number of extra blocks to one for each place where the outputs
of a block on a conventional diagram would be split. If they were
not used, the number of blocks on a CRAM diagram would tend to become
very large. The effect of convenience blocks may be seen by com-
paring Figure 3(b) with Figure 3(c).

4.1.3 Operating Modes

In a relisbility analysis, one takes the different possible
system performances of interest and assigns to each a probability of
ccecurrence, which 1s based on the probabilities of the different

failure and success modes of the elements during the time of interest.

t Van Tijn, op. clt. (footnote page 20).
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The different system performances must be carefully extracted from
the function of the system in prospective missions. For example,

the performances of interest for the following systems are:

(1) Manned space vehicle

(a) Success, as planned, or

(

b)
(¢) Enough time for successful abort, or
d)

(

(2) Warning system

Enough thrust for alternate mission, or

Catastrophic malfunction

(a) Correct warning of an actual malfunction, or

(b) 1Incorrect warning of a malfunction when there is none

(3) Bombing-navigation system
(a) Two methods of visual bombing, or
(b) Two methods of instrument bombing
(Each of these four methods places different demands

on the equipment.)

Because the value desired is the probability of each of these
performances, a diagram must be constructed for each one. Each per-
formance 1s defined as a kind of success, and the system is traced
for each success step by step, with a recording at each step of the
modes of element operation which will permit successful operation
of the system up to that point. The diagrams themselves are a pic-
torial representation of a failure-mode-and-effect analysis. Each
failure mode and each success mode of every element will appear in
at least one of the diagrams, neatly filed under the "effect" (i.e.,
the system performance in which it participates) and accompanied
by all the other element success and failure modes that are necessary
for this effect to occur.

The same process works for subsystems. For each system mode,
a dlagram is constructed showing the operating modes of the sub-
systems relevant to that particular system mode. Those subsystem
modes that appear on all the diagrams are the subsystem modes of
interest in the analysis. Each of these subsystem modes will then

be the subject of an individual subsystem diagram.




This process may seem cumbersome, but in practice it is usually
quite simple. Many subsystems are restricted to very few modes --
often only two: there either 1s or is not an output. The whole
process, furthermore, is one that must be performed in any analysis;
and again CRAM, regarded as a bookkeeping procedure, ensures an

orderly progression in this operating-mode analysis.,

4,1.4 Dividing the System intc Subsystems

The procedure cf dividing the system into subsystems has been
mentioned in Section 3.1. It is a standard technique that must be
performed in any system analysis, and a detailed discussion has no
place in this monograph.

It must be realized, however, that to a very large extent the
division of a system into subsystems is a matter of convenience.
The reason 1s that it is easier to think about, and to analyze, per-
haps a dozen small parts of a system than one large system. Again
the subsystem-system relationship is one that can be reproduced on
any level. 1In fact, very large systems are built in this way. They
are divided into parts, which are separately contracted for; each
part is again divided into parts; and this process continues through
perhaps as many as 14 levels, until one finally reaches a contractor
who has the responsibility of building a particular equipment out
of plece parts. The analytic breakdown quite often parallels the
breakdown used to manage the original hardware procurement, and,
even when it dces not, a hierarchical sfructure of models will

probably prove convenient.
Restrictions that must be observed in the construction of the
system model are briefly discussed below.

(1) Completeness of Model
At any structural level, a model for the equipment must contain

all available information on how the equipment works and what 1is
needed to energize it. This means that the model for an operating
mode of an equipment must show explicitly:

(a) The inputs needed by the equipment in this mode

(b) The elements needed for the equipment to operate
in this mode

(¢) The outputs produced when the equipment operates

in this mode
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(2) Preservation of Independence

If two subsystems or elements are identified by different

designatorst and treated on separate diagrams, the CRAM analysis will
assume that the fallures or successes of the corresponding equipments
are 1lndependent. If the two subsystems have a group of elements in
common, however, this independence 1s violated, and hence we may not
assign designators to the two subsystems as such. Instead, we must
assign a designator to the group of common elements, and separate

and distinct designators to the remainders of the two subsystems.

The subsystems may still have names, but the diagram for each sub-
system will now show at least two designators: one for the common
elements, and one for the elements peculiar to the subsystems. On
any subsystem diagrams containing both subsystems, we must agaln use
the designators for the separate groups, rather than designators for
the two subsystems, since otherwise we shall implicitly assume that
the common group of elements in the actual equipment is duplicated,
rather than shared.

These two points are the ones to which special attention must
be paid in a CRAM analysis. For further discussion on the breakdown
of systems, the reader is referred to the standard literature on

systems analysis.

4,2 Naming of Blocks

A Dblock on a CRAM diagram signifies the assumption that the
element is operating in a mode enabling success for the path in which
the block appears. To perform its function, the block must contailn
the following information:

(a) A name for the element
(b) An indication of the operating modes of the element which
allow success for the path.

t The word "designator" in this section refers to the term
used to represent an element on a block diagram; for
example, 1f the element 1s a power supply, the designator
might be "PWSUP".




This information must be presented in a code that is readily
understandable to the analyst who prepares the diagram, to the
analyst who checks the diagram (see PR 5, page 17), and to the EDP
representative who must convert the diagram to a computer code.

(see Sec, £.1.3, page 79). Instructions for performing this coding

operation are given in Sections 4.2.1 and 4.2.2.

4.2.1 Element Names

Elements may be subsystems, sub-subsystems, black boxes, piece
parts, or even parts of piece parts. The names of the piece parts,
and perhaps of the black boxes, will be found on the original system
description., It will be found advantageous to use, wherever possible,
the same names on the diagram as on the original system description.
When these are too long, a mnemonic contraction can be used.

As far as other elements are concerned, any sultable names
can be employed. One ftechnigue which has been used in a large-scale
analysis is to assign a series of numbers to each subsystem and to
use these numbers to distinguish between different operating modes
of the subsystem. These numbers are also used within each diagram
as names for convenience blocks. (For a discussion of convenience
blocks, see page 23; also, following paragraphs of this section.)
Another method might be to assign two or three letters as a mnemonic
code to each subsystem and use numbers thereafter to distinguish
convenience blocks on different diagrams. The important require-
ments are that duplication of names be avoided and that the code
assigned to subsystems and sub-subsystems be carefully recorded on
the dlagram on which these subsystems or sub-subsystems appear as
elements. (See PR 3, page 12.)

In any computer run, all element names will be assumed to be
of the same length. It is not necessary that the names appearing
in the blocks be of the same length, but the length of the longest
name should be noted by the analyst, since this will be the length
to which all names will be expanded. Because a long name tends to
slow down the computer program, and hence increases the cost,

unnecessarily long names should be avoided.
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The computer program recognizes two kinds of convenience blocks:

(a) Convenience blocks which correspond to elements
(b) Convenience blocks to which no elements correspond.
These will represent branches of the diagram.
If a block which represents an element is also to be used as
a convenience block, a "+" sign is added to the element name the
first time it appears, and a "*¥" is added on all subsequent uses.

The last block of a diagram is usually not coded.

Convenience blocks may be used as names for branches of the
diagram. If no element terminates in a particular branch, then a
convenience block of the second kind -- as described in (b) above --
must be inserted. The diagram must show that this is a block of
the second kind, so that the computer program will omit this element
name in the construction of the model. A convention -- for example,
the letter C -- may be used for this purpose. The EDP group, in
translating the diagram into a computer code, will make the appro-
priate interpretation. (See Table 2, page 76.)

The above discussion can be summed up in the following coding
instructions:

CI 1. For parts, the same name as appears on the original
description (or a mnemonic therefor) should be used
on the diagram wherever possible.

CI 2. To avoid duplication of names between elements on
different diagrams, a code may be used as a prefix
to the name of a part.

CI 3. Any rational system may be used to assign names to
elements which are subsystems, sub-subsystems, or
convenience blocks. These names should be carefully
recorded on the diagrams on which such elements appear.
Any continuing policy concerning such nomenclature

1 should be documented.
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CI 4, Convenience blocks are coded as follows:
(a) For those blocks which contain element names, by

adding a "+" to the element name on its first
"

appearance and a *' on subsequent uses of the
block.

(b) For those convenience blocks which represent

branches not terminating in elements, any conven-
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in the upper left-hand corner of the block.

(c) The terminal block of each diagram will contain

a name for the system mode diagramed. No special
code need be added to this name.

L,2,2 Coding Operating Modes

Element operating modes, too, must be entered into the blocks

of a reliability dlagram. For elements which are parts, this 1s
best done by a mnemonic code, such as:

op for "open"

sh for "short"

le for "leak"

un for "unstable"
0K for "OK"

OK for "not OK"

Blocks of the type considered in CI 4(a), above, carry the
operating code of the element named in the block.

The operating modes of systems or subsystems will be repre-
sented by the terminal blocks of different diagrams, and when they
appear as elements in other diagrams, the indication "OK" or '"OK"
will suffice. Convenience blocks described in CI 4(c), above, can
be given their operating mode designators in this manner.

Convenience blocks which do not correspond to elements or sub-
systems -- the type referred to in CI 4(b) -- should not carry oper-

ating modes, since their names will not appear in the model con-
structed from the diagram.



For reasons explained in the following paragraphs, it is
important that all operating modes of all elements on a dilagram be
recorded, and that a list of these modes be attached to the diagram.
A form for such a list, which must be completed for each diagram,
appears as Figure 4. The last two modes must always be 0K and 0K,
in that order.

1. Diagram for

. +
2. Diagram name

3. Operating modes?

Mode Number 1 2 3 4

Mode Name

Mode Desig_fglrlator-lur

T This is the name in the last block of the diagram.

T These are the mnemonic codes used to indicate modes on
the blocks.

FIGURE 4

LIST OF OPERATING MODES

In the computer programs, each diagram block is identified,
first, by a series of characters representing the element name,
and then by a succession of zeros or 1's which indicate the oper-
ating modes required, This technique, illustrated in Figure 5,
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FIGURE =

REPRESENTATION OF DIAGRAM BLOCK IN COMPUTER

reduces the requirements for computer storage memory but, because
of the use of the "Not Slot" (as explained on page 32), results

in a minor restriction on the ease of designating element operating
modes. The remaining slots are called the "tag". Each operating
mode corresponds to a position in this tag, and in the Part 3
program the appearance of a 1 in one of these positions will cause
the program to look up the probability that the element is in this
mode in a probability table. Only the position is used in this
search; therefore, all the probabilities -- for example, that the
different elements are "short" -- must be found in the same column
of the table. EDP will convert the mode descriptions in the blocks
into a tag; however, to do thls properly, EDP must be told how many
modes there are and what position to give them in the tags. This
is the function of the form shown in Figure 4.

Operating modes can be indicated on the blocks in two ways:
by inclusion or by exclusion. Inclusion is used when all the modes
which allow success of the path are shown. For instance, if A is
a diode which performs its function in a path provided it conducts

current, this sifuation can be shown as
A/OK, sh
indicating that success can be obtained in that path with A either
shorted or working perfectly.
If "open" and "short" are the only failure modes of interest
for this diode, an equivalent statement would have been:

"A must not open.”
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When this verbalization i1s used, it can be shown on the block as an
indication by exclusion. To indicate an excluded mode, one draws a
bar over the name of the mode, thus;

A/op

Either way can be used, entirely at the option of the analyst,
but in one block only one method can be used. As an example,

A/op, sh

would not be acceptable. The "Not Slot" in Figure 5 is used to
indicate the method used, the number 1 representing exclusion and a

zero representing inclusion.

Another point of difference between exclusion and inclusion is
the interpretation to be drawn when several mode designators follow
the element name in the block. If two or more modes appear without
bars (inclusion), this means that any one of these modes will allow
success. If several mode names appear, each with a bar over it
(exclusion), this is interpreted to mean that all the mentioned
modes are excluded. These interpretations are consistent with the
operations of the computer program.

The above discussion can be summed up in the following coding
instructions.

CI 5. For each diagram, a list of operating modes must be
prepared. A duplicate should be made for use in prep-
aration of the failure information table to be described
in Section 4.3.2.

CI 6. The operating modes which allow success to the path in
which the block appears must be indicated in the block.
Either inclusion or exclusion may be used. The mode
indication may either appear under the element name or
to the right of it with a slash mark (/) separating the
name from the mode indication. The indicators for dif-

ferent modes will be separated by commas.

If inclusion is used, the indicators of all allowed

modes will appear (without bars over them).
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If exclusion is used, the indicators of all prohibited
modes will appear, each with a bar over it.

CI 7. Convenience blocks correspcnding to elements will carry
the mode indication of the element.

Convenience blocks not corresponding to elements will
carry no mode indication; however, they will carry "C"
in the upper left-hand corner.

4.3 Preparing Listings

The block diagram indicates which combinations of element
operating modes are required for system success. From it, the
Part 1 and Part 2 computer programs construct a model which
expresses system success as a function of success of different
combinations of elements in different modes. This function can
be interpreted as an event, the occurrences of the element modes
as elementary events. Under this interpretation the probability
of system success wlll be obtained by substituting in the output
of the Part 2 program the probabilities that the elements are in the
indicated modes. This 1s done in the Part 3 program.

A two-stage process is used to substitute probabilities for
the element modes in the model. First, the elements are assigned
to element classes; then, failure-probability information 1is sup-
plied to each class. If two elements are assigned to the same
class, they will be given the same failure probability; therefore,
even if the elements are actually the same, they must be assigned
to different classes 1f they differ either in application factors
or in operating time.

For each of the two stages, a separate form must be completed
by the analyst. These forms are described below.
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4.3,1 Element Table

It is a simple listing
and of the part

The element table is shown in Figure 0.
of elements which are mentioned on the diagrams,
class to which each element belongs.

As many as five symbols may be used to identify the part class.
The assignment of names to the part classes is essentially arbitrary;

however, the following four-part instruction will help to keep the

process orderly.

CI 9. (a) If identical parts differ in application factors
for the same mode, use one symbol to code the
application factors.

(b) If identical parts are used for different periods
of time, use one symbol to code the time periods.

(c) Use the remaining symbols (3 or 4) for a mnemonic
code of the part classes.

(d) For elements which themselves have diagrams, use

dlagram names wherever possible,

Again, to avoid duplication of effort it is imporftant that

everyone concerned in the analysls use the same code for part

classes. The next instruction 1s, therefore:
CI 10. Use the same part-class code throughout the system

analysis.
The completion of the element table now proceeds as follows:

(1) The block
(a) "System/subsystem Description' is completed with

the full English name of the system or subsystem.
(b) "Diagram Name'" refers to the name in the last block
of the diagram.

(c) Page number and number of pages in the table are

entered in the upper right corner.

(d) The number of symbols used for the element names 1s
entered in the "Length of Element Name" block.
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System/Subsystem p— of —
Description
. No, of Klements
Diagram Name on Table Checked (initials)
Length of «
Element Name Part Classes Checked (initials)
Element Class Element Class Element Class
AR-64-360
FIGURE 6

ELEMENT TABLE
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(2) The first, third, and fifth columns are completed from
the diagrams. The third and fifth columns are used as
needed, and 1if additional space is needed a second sheet
is used. The information described under (1) above, 1is
first recorded on the second sheet. Convenience blocks
which do not correspond to elements are not entered in
the table.

(3) The number of elements (other than convenience blocks
not corresponding to elements) is then counted, both on
the dilagram and in the table. The numbers are compared
and, 1if they agree, this number is entered into the block
"No. of Elements on Table".

(4) The part-class information is obtained from the system
description, and the prearranged part-class code is
entered into columns 2, 4, and 6, as needed.

(5) On completion of the table the work is checked, prefer-
ably with the help of the second analyst who checked the
diagram, and the check blocks are initialled.

5}.3.2 Failure Informatlon Table

The failure information table is illustrated in Figure 7. It
contains information to be used in computing, for each element class,
the probabllity that it will operate in a particular mode at the
end of a particular period of time.

This information can be obtained in two ways: (1) directly,
perhaps from previous computations; or (2) in the form of fallure
rate, time, and application factors. The computer program reads
a code symbol, and, in the first case, merely enters the probability

in a table; in the second case, 1t enters in the table the value
of

—XKl...Knt

where N 1s the failure rate, Kl e ees Kn the application factors,
and t the time.

P = 1-€ (7)

Frequently, two diagrams will use the same element classes,
except perhaps for subsystems supplying inputs to the systems. In
this case 1t 1s advisable to use the same table for all the element
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classes the dilagrams have in common, and to make up a second sheet
for the element classes peculiar to the particular diagram. The
block in Figure 7 designated "Use with Table Number " is for
identification of the table, The number of the diagram for which
the original table was constructed is inserted there, 1f the sheet
contains only those classes not found in that table.

The form in which the numbers are to be entered 1in the table 1s
a so-called floating point form. Any number, P, can be expressed
as a fraction O.a times a power of ten

tn, n
:i 1 2
P 0. a, a, a8, a, a_ a_  a, a, X 10

where a; # O. The number is then entered as
* +*
a, 8z ag &, ag a8 a, ag n; n,
+—
As an example, 0.00397 would appear as 3970000002, and -397 would
appear as 397000OOO§.

This form is used in tables which form an input to the computer
program, because 1t uses exactly ten digits for each number. For
ease of reading, the computer outputs use a slightly different form
of the floating point notation. It is as follows:

(-) a, a, a5 a, a5 ag a, ag E(-) n, n,
Only minus signs are printed; therefore, the two numbers in the

above example, if they were machine outputs, would appear as
.39700000 E-02 and -,39700000 E 03, respectively.

At most, eight significant figures can be carried. The final
zeros need not be entered in the table, but they will be punched.

Instructions for completing the table now follow:

(1) (a) "system/Subsystem Description" is completed with the
full English name of the system or subsystem.
(b) "Use with Table No. " is left blank unless this 1s
a second or third sheet of a table previously made.
In the latter case, the diagram name see (c), below
of the previous table is entered here.
(c) "Diagram Name" refers to the name in the last block

o the diagram.




(2)

(3)

n.y

(a) "p. of " 1s completed as required.

The operating-mode dictlonary is completed from the
duplicate copy of the list of operating modes. The
order of the modes must be the same as on that 1list.

The columns are filled out as follows:

(a) Element Class - the name of the element class as it
appears on the element 1ist {Figurc ©€)

(b) Mode No, - for each element class the numbers of
the modes in which 1t can operate are listed 1n
order, in columnar form.

(e) P/Blank - 1f the information is a failure probability,
a "P" 1s entered 1in this column; if a rate, the column
is left blank.

(d) Probability/Rate - the probability or rate is entered
here, in floating polnt notation.

(e) K,, ..., K; - application factors in floating point
notation [needed if (d) is a rate]
(f) t - the time during which the part-class 1s required,

in floating point notation [needed if (d) is a rate]

The completed form is checked agalnst the element list
for completeness, and agalnst the original information
for accuracy of the numbers entered. If at all possible,
a second analyst 1s employed to help with the checkilng.
The check blocks are 1nltialed as the checks are made.

Constructing Reliabllity Diagrams

4,4.1 General Discussion and Termlinology

As indicated in Section 4.1.3, the rationale underlying the

CRAM rules for constructing dlagrams 1s that, when CRAM applles, a
step-by-step system analysls becomes possible, and that such a step-
by-step procedure 1s an efflclent format for the systems analysis.

The analysls starts with the final outputs of the system, which

are required for '"system success'" as defined for the system operating
mode belng dlagramed. For uniformity, these outputs are connected
by lines to a terminal convenlence block, which contains the name
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of the system being diagramed. How these connecting lines are
drawn will be discussed presently.

As the analyst works from the final system outputs back toward
the input, the same two questilons recur concerning each element
(except 1nput blocks, for which only the first question applies):

(a) What operating modes of thls element allow 1t to perform

1ts function?

(b) What combination of inputs 1s required to allow this

element, in these modes, to perform its functlon?®

Two or more operating modes of an element which require the
same inputs may be comblned 1n one block, 1n the manner discussed 1in
Section 4.2.2. If different element operating modes requlre
different combinations of inputs, they must be represented by
separate blocks on the dlagram. An example of these two possibili-
ties 1s shown in Figure 8.

& - exclusive 'or!

Input Input Input
Coil
Diode Contacts Contacts
0K, sh OK Short
(a) One branch (b) T™wo branches
FIGURE 8

BRANCHING FOR OPERATING MODES OF AN ELEMENT

Part (a) of Figure 8 represents a dlode whose function 1is to
pass a current. It performs that functlon both when 1t works per-
fectly and when 1t 1s shorted. Part (b) of Figure 8 represents a
palr of normally open relay contacts whlch also have the function of
transmltting a current. If the contacts have failed short, this
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function will be performed without further conditions; if the contacts
have not failed, they can be activated only if the relay coil func-
tions. The dlagram therefore must show two branches -- one for each
operating mode of the contacts which allows success.

The symbol (@ in Figure 8(b) is one of the symbols used to
represent types of connections between blocks. A hypothetical
example will be used to explain this symbolism.

Suppose three elements, a, b, and ¢, provide 1nputs to a fourth
element, d, and suppose, for simplicity, that each of the elements
has only one correct operating mode. On the rellabllity diagram, A
Indicates that a operates correctly. D* indicates that d has not
falled and that enough inputs are available to allow d to function.
Varlous 1nput requirements are possible:

(a) 1In a series system, a, b, and ¢ are all required for d

to operate. This situation can be expressed in a formula as

D¥ =D and (A and B and C) (8)

(b) Another possibility 1s that a and b are in parallel, and c
is always requlred. This may be expressed as

D* = D and [(A or B) and C ] (9)

(¢c) A third possibility 1s that ¢ 1s used as an input, but 1f
¢ faills the system 1s manually switched to use both a and b, To
express this we use T to indicate that ¢ has falled, and the formula
becomes:

D¥ = D and [C or C and (A and B)] (10)

(d) A fourth possibility is that any two of the three inputs
suffice., The mathematical expression is:

D*¥ = D and [(A and B) or (A and C) or (B and C)] (11)

Symbols are used on the diagram to indicate which logical com-
bination is needed. An illustration is gilven 1n Figure 9, where
parts (a), (b), (c), (d), and (o) refer, respectively, to the cases
expressed by Equations 8 through 12. The symbols used are:
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(a) a straight-line connection to represent "and"

(b) a circle to represent the inclusive "or", i.e., either
branch leading into the circle, or both of the branches
together, will meet the requirement

(¢c) a circle enclosing an X to represent the exclusive "or"

i.e., either branch will allow success, but the two
branches cannot occur together

3

Care must be used 1in the placement of the symbols. For
instance, in Figure 9(b) the branch from C joins the branch from
(A or B) below the circle. This relationship 1s represented in
Equation 9. If the branch from C were brought in above the junction
of the branches, through A and through B, the result would be
Figure 9(e), the formula for which 1is:

D*¥ =D and [A or (B and C)] (12)
This equation is Equation 9 with the roles of A and C lnterchanged.

The form of notation described above may at first seem
unfamiliar but its utllity will soon become apparent. Its main
advantage is that the diagram now graphically displays the conditions

on inputs to the elements; no further explanation or footnotes are
needed.

For diagrams of series-parallel systems, notatlon 1s all that is
needed. The rules for constructing these diagrams follow in Section
L.,4.2., However, to convert diagrams of feedback systems into tree
diagrams, some additional definltions and terminology are needed.

These will be given, together with the rules for making the con-
version, in Section 4.4.3.

4.4.2 Rules for Constructing Reliabllity Diagrams

The rules in this section will produce a rellability diagram in
standard form for any serles-parallel system. For a feedback system,
they willl produce a diagram that displays thils feedback, which can
then be reduced to standard form by Rule 4 in Section 4.4,3,
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It 1s assumed that a system description is available that will

allow the analyst to answer the following questions:

(1) Which system outputs are needed for success of the
system, and which inputs to the system are not part
of the system?

(2) TFor each element, which operating modes of the element
allow 1t to perform 1ts function; and, for each
operating mode, which logical combination of inputs 1s
needed to allow this element to perform its functilon
while operating in the particular mode indicated? (The
lnputs to an element are either outputs of 1ts immedlate

predecessors or system inputs.)
The rules are as follows:

Rule 1. Draw a single terminal block to represent system success.
Its predecessors are the elements producing the system
outputs needed, as specified in question 1, above.

Rule 2, Starting with the terminal block, and continuing until all
the system inputs are reached, perform the following steps:
Step 1. Above each block, draw blocks for the immediate

predecessor elements. If different operating
modes of these elements lead to different success
paths, draw separate blocks for these modes. If
these modes do not lead to different paths,
combine them in one block.
Step 2. Indicate graphically what logical combination

of inputs is required for the functioning of each
set of element modes represented by a block.
Use the followlng symbols

Q@ for exclusive 'or!'

QO for inclusive 'or!
stralght lines for 'and!'
For a serles-parallel system, thls process will
terminate when all the system lnputs are reached.
For a feedback systemT, the followlng procedure
1s needed.

T For definition, see Section 4.4.3.
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Step 3. Draw the return paths of feedback loops in such
a manner that each loop is shown only once.
Use the logical notation of Step 2 to show the
connectlons.

The use of convenience blocks 1s covered in Rule 3:

Rule 3. If a branch 1s to be repeated in the diagram, one can

(2) 1insert a "+" 1in the last block of the branch, or,
1f there 1s no block,

(b) insert a block into the branch and attach a "+" to
the name of this block, 1f the branch doces not
terminate 1n a block;

then, Instead of repeating the whole branch, repeat only

1ts terminal block with a "*" attached to the name of

that block.

Caution
Starred blocks must be drawn as input-blocks.

The simple example given below 1llustrates the use of Rules 1,
2, and 3. Further examples are glven in Section 4.6.

EXAMPLE

For this illustration, part of the circuit of Figure 15 is
employed as Figure 10(a). The relay coils of contacts Ki2-14,
Ki2-2a, K42-2B, and K42-3A are assumed perfect, and are not shown.

A signal must pass from one of the positive buses 8D11 or 8D21 to
the line marked "To Engine Cutoff". The procedure is as follows:

(1) By Rule 1 a block, marked "906", is drawn to represent
system success.,

(2) A signal can reach 906 either from contact K42-2A or from
contact K42-3A. Draw these blocks. To permit the signal
to pass, it suffices that the contacts not be failed in
the open position. Thus the mode indication is "op" in
both blocks. This 1s Step 1 of Rule 2.

(3) Draw the connections between the blocks. (Step 2, Rule 2)
Either contact can pass the signal; therefore, the()lnust
be used. At this point we have Figure 10(b). Next, we
examine how the signal can reach contact K42-2A. One path



g8D11 8p21

1.1

KU42-2A K42-34
Kb2-1A CR39 K42-2B op ‘op
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To Engine Cutoff
(a)
8D21
OK
|
KU2-1A CR39 8D11 K42-2B
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Klio-24 K42-3A op sh
op op l i |
T Kb42-24 K42-3A
906 op op
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8D21 (a)
0K
l-1~
8p11 K4o-2B K4o-1A%
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| ] 1
KU2-1A+ CR39 CR39 Klho-oB*
op sh ‘op ‘op

]

l_‘f—_'

K42-24 K42-3A
op op
T E |
(e ) AR-64-357
FIGURE 10

CONSTRUCTION OF A RELIABILITY DIAGRAM
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is from contact KU2-1A., If the diode has shorted,

there is a path through the diode.

Ki42-1A must not
have failed open.

(4) Draw the predecessor elements to K42-1A (Rule 2, Step 1).

(5) Draw the connections (Rule 2, Step 2). Since either path

will pass a signal, the () must again be used. This
process results in Figure 10(c).

We observe that the signal passes to contact K42-1A from bus
8D11, which must be OK, and to diode CR39 from contact K42-2B,
which must not have failed open.

Contact K42-2B gets its current
from bus 8D21.

(6) A1l the connections mentioned above are in series. The

result of drawing these blocks and thelr connections is
Figure 10(d). Examination of the other branch shows that
contact KU42-3A gets its current either from diode CR39

or from contact K42-2B, The signal passes through either
path, provided the element has not failed open.

Draw the predecessors of K42-3A and the connections.

Again, since either path suffices, the () must be used.

(7)

Finally, we observe that CR39 recelves current from K42-14, which

was previously drawn. We place a "+" in this original block and use

the block K42-1A/0p, with a "*", as a predecessor for CR39 in the

right-hand branch. Similarly, the branch ending in K42-2B/ op

drawn before; hence we insert a "+" in the block on the left, and a

"¥" 4n the simllarly named block on the right.

This is the manner
of using Rule 3.

The final diagram is shown in Figure 10(e).

4.4,3 Feedback Systems

4. 4 3.1 Introduction

If the system that is being analyzed is a true feedback system,

the resulting dlagram will display the feedback. It is quite possible
to write the reliability expression for feedback loops directly;
however, an easier way 1s to work from a sequential display, 1i.e.,

one in which each element has a single successor and a unique set of
immedlate predecessors.
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To obtain this simplification in the course of preparing the
reliabllity expression, and also to display in sequential form the
consequences of particular malfunctions, the feedback-type diagram
must be converted to a sequential one. The conversion 1s achieved
by Rule 4. Before the rule is stated, however, it 1is necessary to
develop and define terminology that will give further insight into

the reliability structure of feedback systems.
4.4.3.,2 Definitions

As indicated previously, the analysis requlres that, for each
element, the immediate predecessor elements be known. One element
is a predecessor of a second if it is either (1) an immediate
predecessor or (2) an immedlate predecessor of an element that is a

predecessor of the second element.

Definition 1

Feedback occurs when, in a chain of elements, say AO, Al, N
An, AO, each element is 1ts own predecessor,.

Definition 2

A cycle is any group of elements, each of which is 1ts own
predecessor. A maxlmal cycle 1s a cycle to which no other

element can be added without destroying the cyclic property.
we omlt the word

Since we shall remove maximal cycles only,
"maximal" when no confusion can arise,

Definition 3

A circuit is a cycle (not necessarily maximal) in which only
one element 1s repeated. A circult is the simplest kind of
cycle. It consists of a group of elements in serles, plus a
lead from the last element back to the first. Two clrcults
are distinct if at least one of them contains an element that

1s not 1n the other.
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Definition 4

An entrance to a cycle is an element of the cycle that has an

immediate predecessor outside the cycle. An exit 1s an element

that has an immediate successor outside the cycle.

Definition 5

{0

of elements,

each of which is an immediate

successor of the preceding one, and in which no element is

repeated.

These definitions are illustrated in Figure 11.

In

Ay

31

Ao

A~

4.4.3.3

(Ao, Az, Az, Az, A4, As, Ay)
and (Ap, Az, Ag, A;, As) are
distinct circuits. The whole
group is a (maximal) cycle.
Ay is an entrance.

Az is an exit.

(Ao, Ay, Az, As)is a path.

FIGURE 11

A FEEDBACK SYSTEM

The "Cutting" Operation

The purpose of the rules 1s to convert a diagram like Figure 11

into a tree diagram, in which there is no feedback but which will

have the same reliability expression for the exits. To do this, we

kg



perform an operation on diagrams called "cutting". The result of
cutting the diagram of Figure 11 is displayed in Figure 12.

a reliability
of 1

In
<:>—- A, A { l <:> Dummy block with
A

0

L
A Ag r—<:)

Out
FIGURE 12

TREE DIAGRAM OF FIGURE 11

Only circuits are "cut'". The procedure 1lg evident from a
comparison of Figures 11 and 12. It 1s stated in Definition 6.

Definition 6

Cutting a circult Jjust before a cilrcuit element A consists of:
writing the circult elements 1n sequence, starting with A, and
replacing the circult predecessor of A (there 1s exactly one of
these) by the symbol (:), which represents a dummy element with
a reliability of 1. All the logical symbols are, of course,
preserved 1n thils operation.
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The need for the (:> arlses because of the need to preserve the
logic symbols. (The alternative to use of the <:> would be to keep
track of the loglc symbols; thus the method descrlbed here is easler
to explain, easlier to program, and easler to prove correct.) If the
o0 A AL, A, AD) of Flgure 11 had another input
at A, , the circuit would appear as in part (a) of Figure 13.

circuit (AO, A, A

The result of cutting the one circult is shown in part (b) of
Figure 13, where the "and" symbol preceding A has been preserved.

— Ao Ao
—iee In'
"Ang " l
Ay Ay
As g | K — | K a—
l Ag A, A, A
A, | > | l [
A A A A
3 5] 3 B
In"j T
1r____—J
Out Out
(a) Cyclic Diagram (b) With One Circult Cut
FIGURE 13

A CYCLE WITH TWO INPUTS

A significant point 1s that the dlagram obtained by cutting
preserves the rellablllty expression of the last element preceding
the cut, but not necessarily of any other. The tree diagram obtained
by repeated cuts will yileld the proper reliability expressions for
the exits, but not necessarily for any other element in the dlagram.
For thils reason, we shall always cut Jjust after an exit, elther to



the cycle or to the circuilt we are cutting. With this preparation,
we can now state the rules for removing maximal cycles from cyclic

dlagrams.
Rule 4,

Step 1. In a maximal cycle, choose an entrance, an exit,
and a path from the entrance to the exit.

Step 2. Cut all circuilts that intersect (have elements in
common with) the chosen path just after the
last element they share with the path.

Step 3. If any clrcults now appear as predecessors to
different branches of the diagram obtained by
Steps 1 and 2 (which is now acyclic), draw them
in separately as predecessors each time they
appear.

Step 4. Repeat Steps 1, 2, and 3 for the remaining
(maximal) cycles.

Rule 4 1s 1llustrated in Figure 14. Part (a) of this figure
shows a falrly simple feedback dilagram for which only the first two
steps of Rule 4 are needed. AO 1s the entrance to the cycle, and
A_ 1s the exit. The circults are (AO, A, A, A, A, A, AO) and
(Az, A, A, A, Ag). First a path is chosen from the entrance (AO)
to the exit (A3)5 A, A, A,
Figure 14(a) thils path 1s shaded, and the cuts are indicated by X's.
The cuts are made Just after the place where the cycles leave the
chosen path; in thls case, between A3 and A4 for the first cycle and
between A and A_ for the second cycle. Figure 14(b) shows the
results of making the cuts at the required places, and, gince this

dlagram is free of cycles, it is the required tree diagram in

A3 1s a rather obvious choice. 1In

standard form.

4,5 PFailure-Mcde-and-Effect Analysis

A failure-mode-and-effect analysis (FMEA) is a listing which
displays for each element failure the effect on the system if the
element fails in the indicated mode. Usually the probability of

this occurrence is given as well.
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ILLUSTRATIONS OF RULE 4, STEPS 1 AND 2
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The conventional FMEA (called "flrst order") is used to draw
attentlion to the single-element fallures which can cause system
fallure. For a hlghly redundant system, however, it should provide
Information, for example, on each palr of fallures whlch can jointly
fall the system. This type 1s called a second-order FMEA, and
simllar distinctions are made depending on the extent of the informa-
tion provided.

A secondary emphasis 1n an FMEA is on part characteristlcs.
One question that 1t can answer 1s: '"How many system failures can
occur due to diode shorts?" The FMEA can then be used to obtaln an
estimate of the l1ncrease 1n system reliabllity which would result
from a possible increase 1n part reliability in a particular mode.
In addltion, the FMEA supplles information about the relatlve
seriougness of different failure modes of one part class,.

CRAM diagrams contain all the information needed to construct
an FMEA. As an illustration assume that all the mode information in

each block 1s gilven by exclusion, e.g., as "op", or "Ie" (for "leaks").

Then each fallure mode mentioned 1n each block will disable the
branch in which thils block appears. If the 1dentical element
reappears as different blocks 1in several branches, all these branches
will be slmultaneously disabled. The fallure mode willl be a system

fallure 1f no success branch remains.

A first-order FMEA can be obtalned from a CRAM diagram 1n
two ways:

(1) By a search of the dilagram for all the series elements.
(The analyst must remember that an element may appear as a

block in several different branches.)

(2) By a small computer program’ that operates on the output
of the Part 1 computer program (the formula). This program
essentlally "falls" each element in turn in each excluded
mode, observes whether or not the system falls, records
the findings, and, 1f the system falls, prints the prob-
abllity that the fallure will occur.

th
t This program is not at present being developed, since the n ‘_order

program referred to below wlll perform the came functilon.




For construction of an FMEA which provides more than a first-
order analysis, a computer 1s a virtual necessity because of the
large number of palrs or triplets of failures that can occur in a
system of any complexity. A computer program that will produce an
nth_order FMEA from the output of the Part 1 CRAM computer program
is currently being developed. However, because of the great number
of possible combinations of failures, a second-order FMEA will
probably be the 1limit of the practicable. The computer program will
serve primarily to relieve the engineering analyst of the task of
rearranging manuvally information which i1s already implicit in the

diagram.

L .6 Examples of the Application of CRAM

This sectlon will glve detalled examples of the application of
the CRAM method to the point where the analyst has completed the
"package" of information needed for the computer.

4.6.1 A Series-Parallel System

A typical redundant cilrcuit, which has the functilion of manually
generating an engine cutoff signal, is used for this example. The
circult, which is triggered by a redundant switch, has as components:
relays K42-1, K42-2, and KU2-3, several power buses, two resistors,
and two diode rectifiers. Figure 15 is a schematic diagram of the

circuit.

When the switch 1s closed, as shown in the schematic, the colls
of relays K42-1, K42-2, and K42-3 are energlzed from the +8D91,
+8D92, and +8D93 buses, respectively. The normally open contacts of
these relays are closed, and a voltage from the +8D11 and +8D21 buses
can flow to the vehicle engine-cutoff circuit. When the switch is
opened, the coils are de-energized, and the contacts open so that no

current can flow to the vehicle engine-cutoff circult.
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SCHEMATIC DIAGRAM OF AN ENGINE CUTOFF CIRCUIT
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The-contacts of the relays are arranged in a two-out-of-three
voting circuit. If one pole of the switch is open, one coil will not
be enérgized. If relay K42-1 is not energized, current will flow
through the contacts of K42-2B and K42-3A on the right side and com-
plete the circuilt. If K42-2 is not energized, current will flow
through the K42-1A contacts, the diode, and the K42-3A contacts, com-
pleting the circuit. If K42-3 is not energized, current will flow
through the K42-1A and K42-2A contacts on the left side, ccmpleting
the circuit. Similarly, if any one coil is energized falsely -- by
one pole of the switch closing, or by a short in the circuit that
energizes the colls -- current will not flow through the circuit.
Therefore, only two of the three relays must operate correctly to
permit proper operation of the circuit, assuming that diode CRO39
has not failed. If any one contact fails, with no other failure
occurring, the circuit will not fail.

Two buses, +8D11 and +8D21, supply a positive voltage to the
contact circuit through isoclating resistors and diodes. If one bus
fails, the other bus will supply the reguired voltage.

The reliability diagram for thils circuit is shown in Figure 16,
whlch represents the conduction of current to the vehicle engine-
cutoff circult when the swltch i1s closed. This condition may be
designated the "correct signal" case -- i1.e., a signal 1s produced
in the engine cutoff circult when necessary (when the switch is
closed). Hence, Figure 16 represents the reliability dilagram for
the "correct signal" case, i.e., when switches O43, OUL, and O45
are intentionally closed to energize relay coils K42-1, K42-2, and
K42-3. The output of this case is a signal (designated 906), which
is generated at the bottom. As outlined below, this type of diagram
can be easily constructed from the output backward.

(1) The output has been given the name 906, which appears at
the bottom of the diagram.

(2) A signal can be produced at 906 through either of the
two contacts, KU42-2A or KL42-3A. This dual possibility is indicated
by the small circle joining the two branches leading into 906. To
obtain the signal, the contacts must not have failed open. How-
ever, there are two possibilities for contact K42-24A: If the con-
tact has failed short, current can flow from the bus 8Dl11l, provided
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FIGURE 16

RELIABILITY DIAGRAM OF AN ENGINE CUTOFF CIRCUIT
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the other elements work; if the contact has not failed short, coil
K42-2 must operate to close the contact, and the branch from 8D92
to K42-2 is still required.

(3) Coil KU2-2 operates if the coil is neither open nor short,
if the switch does not fail open, and if the bus 8D92 provides the
necessary voltage. This branch is drawn on the left of the diagram.
The coil K42-2 will be required again -- to work the other contact;
hence, we put a "+" in the block and later will merely repeat the
block name, adding a "*" (Rule R3). This branch is indicated by a
dashed box marked "A" (Figure 16).

(4) The current through contact K42-2A arrives from contact
K42-1A. The situation described in (2) and (3), above, applies to
this contact, also, producing the part of Figure 16 in the dashed
box marked "B". (Note: Since this part of the dlagram represents
only the current flowing into K42-2A, it applies equally to the
block KU42-2A/sh. We therefore give it a name as a convenience
block -- 911 -- and repeat this convenience block above the K42-2A/sh
block. )

(5) The current flows into the contact K42-1A from diode CRO32
or diode CRO34, and we draw this part of the diagram, with the buses
above the block K42-1A/0K., The K42-1A/sh branch receives current
the same way; therefore, if we represent this part of the diagram
by a convenience block (912), we need only repeat the one block
above the K42-1A/sh box. This part is marked "C" in Figure 16.

Thus far we have drawn the ways in which a signal can arrive
at 906 through contact K42-24,

Current can reach contact K42-3A in two ways: one is analogous
to the path already drawn, through contact K42-2B; the other is
through the diode CRO39 and the contact K42-1A. We shall draw this
latter branch first.

(6) Current flows through contact KL42-3A either if the contact
has failed short or if it is 0K, and the coil Ki42-3 operates the
contact. Since current flows into these two branches in the same

way, we shall represent the flow by a convenience block (913).
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(7) Current arrives at 913 in one of two ways: from contact
KU2-2B or from diode CRO39. The latter branch obtains current from

contact K42-1A, which is represented by convenlence block 911 on the
left side of the diagram.

(8) Current can flow through contact K42-2B in two ways: 1if
it is shorted, from either of the diodes CRO32 or CRO34 (already
designated 912); or from the same diodes 1if Ki2-2B is OK and if the
coil operates the contacts.

Step 8, above, concludes the derlvation of the diagram. The
buses and the action of throwing the switch are not considered part
of the system, and are therefore crosshatched on the diagram. These
elements will not appear in the formula, nor in the element table.
The element table and part class failure information table appear

as Figures 17(a) and 17(b). The list of operating modes is shown
in abbreviated form on the inset in Figure 16.

The resistor i1s not expected to fail short; it is therefore
given a failure probability of zero in the short mode. For the
switches no failure-rate information was available, but a fallure
probability was estimated from tests, and this appears in the table.
These three lines have a P in the third column, to indicate that

the numbers in the next column are probabilities and not rates.

With the completion and checking of t.. se two tables, the
package which the analyst is responsible for is now complete. Its

further history appears in Section 5, where the punching of data
from this package is discussed.

4.6.2 A Feedback Circult

Figure 18(a) represents part of a National Bureau of Standards
design for a flip-flop circuit which has two stable states. 1In one
of these states transistor Q001 is conducting, causing its collector
voltage (at the point marked "0") to be very close to O (ground),
since the voltage drop across the transistor is very small. The
collector voltage of QOCl is applied through resistor RO06 to the
base of transistor Q002, preventing it from conducting. Since Q002
is turned off, its collector voltage will approach the -12 v from
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the power supply which is applied through resistor RO0O3. This

collector voltage 1s applied through RO02 to the base of Q002 to
keep it in conduction.

The other stable state occurs when Q002 is conducting and Q001
is turned off.

Changing the flip-flop from one stable state to the cther is
acoomn'hqh ed bv turni

3
pa3S 4 ~o [PVY p

off the transistor which is conducting and

allowing the other transistor to conduct.

The input pulse changes the state of the flip-flop in the fol-
lowing way:

If Q001 is conducting, the voltage at its collector will be
almost O v, while the voltage at the collector of Q002 will be
almost -12 v. There will be a small negative potential at the base

of Q001, and a small positive potential at the base of Q002.

The resistors RCO3 and ROO5 apply the transistor collector
voltages to capacitors CO03 and COO4, and the normal level of the
input signal is -12 v, so the voltagz across COO3 is ahout 12 v,
and the voltage across COO4 is about O v. Capacitor CO003 will there-
fore be charged and capacitor COO4 will not.

As the input signal is changed to O v, CO03 is discharged. The
new veltage across C0O03 is about O v, which will not allow i% to
retain 1ts charge. The voltage at the junction between COO03 and
CROO1 becomes positive, since it 1s about 12 v higher than the input
signal., Diode CROO1 conducts,causing the base of Q001 to become
momentarily positive, cutting it off. The cocllector voltage of
Q001 will now turn Q002 on, allowing the collector vecltage of Q002
to hold Q001 off. Diodes CROO1 and CROC2 prevent any reaction of
the flip-flop when the input signal returns to -12 v.

Capacitors COOl and CO02 act tc decrease the switching time of

the transistors and allow higher-frequency operation of the flip-
flop.

Resistors ROO1 and ROO4 supply a positive voltage from the +12 v

power supply to make sure that the transistors will turn off at the
proper times.
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After the flip-flop has switched, a second input pulse (from
-12 v to O v) will change the flip flop back to its original state.

To draw the reliability diagram of the circuit, it is first
necessary to specify the output we want to consider. This is chosen
to be the output of transistor Q00l, which is marked "O" on the

schematic.

In accordance with the rules given in Section 4.4.2, the prede-
cessor of the output, QO00l, is added to the reliability diagram.
This transistor must functlon to enable the output to be successful.
Resistor ROOT7 and its predecessor, the -12 v power supply, are
essential to the operation of Q001 and are therefore shown on the
diagram as its predecessors. Other predecessors to Q001 are CROO1,
RO0O1, ROC2, and CO0l, all of which must work.

One of the predecessors of CROO1 is R0O08, whose predecessor
is the output "0". This relationship is shown on the diagram as a
feedback loop from the output to CROOl. The other predecessor of
CROO1 is CO003, which is shown on the diagram with the input pulse

as its predecessor.

The predecessor of ROO1 is the +12 v power supply. The prede-
cessors of R0O0O2 and CO01 are ROO3, the -12 v power supply, and Q002,
RO0O3 and the -12 v power supply are also predecessors of Q002, as
are CR002, ROO4, ROO6, and CO002.

RO0O5, a predecessor of CR0O02, has Q002 as its predecessor, and
is shown as a feedback loop from Q002. The other predecessors of
CRO0O2 are COO4 and the input pulse. The predecessor of ROO4 is the
+12 v power supply. For RO0O6 and CO02 the predecessors are ROO7,
the -12 v power supply, and Q00Cl. The path from QOCl to RO06 and

C002 forms another feedback path.
Figure 18(b) is the completed reliability diagram.

The final reliability diagram, Figure 18(c), 1s obtained from
Figure 18(b) by "cutting" the tree circuits. This procedure is a
straightforward application of Steps 1 and 2 of Rule 4 (page £2).

The element table and part class failure information table are

shown in Figurcs 19(a) and 19(b), respectively.
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4.7 Reading Printouts

4.,7.1 Engineering Printouts

As a general practice, the Part 3 program will return cone set
of printouts for each reliablility diagram with 1ts accompanying set
of three lists. Similar printouts can be obtained on parts of a
diagram. If the latter are desired, the analyst must tell the EDP
representative which parts should be separately processed. Such a
separate printout must be complete in that it must show the basic
inputs; 1.e., 1t 1s not possible to take a part out of the middle
of a diagram without making a separate diagram.

The format of a printout is shown in Figure 20, and a partial
reproduction appears in Figure 21. A printout contains the follow-

ing information:

(a) The list of elements, with the element class to which
each element belongs

(b) A 1list of element classes, which lists for each class and
each faillure mode the probability of failure in that mode

(c) Listed in order, the terms which make up the expansion of

the formula.
These terms have the form
+ A-B'C'D

where the letters represent conditions that elements
operate in certain modes. The printout then lists the
element names of A, B, C, and D in columnar form and

shows for each:

(1) the requirements on its modes
(2) +the probability that each requirement is met

For each term, the probability that the conditions are
all met is printed with the sign of the term. That is,
if p is the probability that all conditions were met, then
+p is printed 1f the term had a + sign, -p if the term was,
for example,-ABCD. This printout -- as described in (c¢) --

is fairly time-consuming, and it can be suppressed.
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PART CLAS

RESIS
RESIS
RESIS
RESIS

CAPAC
CAPAC
CAPAC
CAPAC

D10DbE
D100E
DIODE
DIDDE

TRANS
TRANS
TRANS
TRANS

MDDE NICTION

TERM NO. ELEMENT

Qo010
RCOTO
RO0D8O
Ccod30
CROC1
ROO10
€0n10
RC¢O3C
ACNS50
CC240
CrROO2
RC040
€co20
RCN&EO
¢co2a
RCN20

e - e e g

A R-64-364

DEFINITIONS OF ELEMENTS TO PART CLASSES

PART CLASS 10 ELEMENT SYMBUL
RESIS RO0O10
RESIS R0020
RESIS ROO30
RESIS R0O040
RESIS R0O0S50
RECIS RO0O60
RESIS ROOT70
RESIS ROOBO
CAPAC coolo
CAPAC £0020
CAPAC €0030
CAPAC 0040
DIOOF CROO1
D1NDE CROO2
TRANS Q0010
TRANS Q0020

S 1D

ARY

MUST
MUST
MUST
MUST
MuUsST
MUST
MUST
MUST
MUST
MUST
MUST
MUST
MUST
MUST
MUST
MUST

LISTING NF PRORARILITIES PART CLASS BEING IN SPECIFIED STATES

. MODE NC. MNDE DESIG. PROAR. OF MODE
001 op .53418607 E~0S
002 SH «47999998 E-O7
003 NG .00000000 € 00
nx +93999461 E 00
001 ae .22381624 €-04
002 SH 13196241 £-05
003 NG .00000000 € 00O
0 x 99997629 £ 00
001 op «44490501 E-05
002 SH +«79901968 E-06
003 NG .00000000 E 0O
0K «99999475 £ 00
0ol op «11243355 E-03
00?2 SH .40488650 £-C4
003 NG .00000000 E 00
0K »99984707 £ C0

LISTING 0OF CONJUNCTICNS AND PROMABILITIES DF THL IR OCCURRENCE

1?2 3
P SH NG

PROE.

n
R

IN
N
IN
IN
N
N
™
N
™
N
IN
IN
N
N
IN
IN

CF

PARTTAT

4
K

EQUIREMENT PROR., RFQ, IS NOT MET PROB. CONJUNCTION OF REQ. MET
MCDF 4 .15293000 £-03
MCDE 4 .53900000 €-05
MODE 4 .53900000 E-05
MODE 4 +2371C000 E-04
MOCE 4 +.52500000 E~OS
MODE 4 +53900000 E-05
MODFE “ .23710000 E-04
MCDE 4 .53900000 E-05
MODT 4 .53900C00 €-05
MEDE 4 +23710000 €£-04
VCDE 4 +.52500000 E-05
MOCE 4 53900000 E-05
MNDE 4 23710000 E-04
vone 4 53900000 E-05
“CDE 4 15293000 €-03
MCOE 4 +«53900000 E-05

+9995457% £ 00
SUCCFSS IS .99954575 F 00

FIGURE 21
PRINTOUT O PART 3 PROGRAM FOR FEEDBACK CIRCUIT (FLIP-FLOP)
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(d) The system probability of success is printed separately.
All numbers are printed in floating point form, which is

explained on page 38,

In Figure 21, failure mode 003, designated "NG", is a "dummy"
mode used to show the probability that the element is not in any
of the other listed modes. In this printout, modes 001, 002, and
OK represent the only possible states (insofar as this particular
analysis is concerned). Therefore the probability for failure mode

003 is zero.

L,7.2 Intermediate Printouts

An intermediate printout, available in the output of the Part 1
computer program, provides a formula representing the condition for
system success as derived from the diagram. The computer from which
the sample printouts were obtained uses unconventional symbols for
logical connectives and parentheses. These symbols are listed in
Table 1.

TABLE 1
COMPUTER SYMBOLS FOR LOGICAL SIGNS
Logical Sign Meaning Computer Symbol

( Left paren %
) Right paren I
& "and" &
v Inclusive "or" ,
v Exclusive "or" ;

The analyst may find it useful to rewrite the formula printed by the

machine, using conventional symbols.

The formula is interpreted in the usual manner, as explained 1n
the appendix. An analyst who is accustomed to reading such formulas
is well advised to compare them with the diagrams from which they
were obtained, as an additional check on the accuracy of the diagram

and of the transposition to computer inputs.
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As an option, the Part 1 program can print out partial formulas,
and these, too, can serve as checks on part of the diagram. The
principal value of thls feature, however, 1s to provlide two formulas
from one diagram. Thils capabllity is useful if a part of the system

shown on the diagram 1s duplicated elsewhere, and a subsystem success
probability 1s therefore needed.

Figure 22 shows, as an illustration, Part 1 printouts for the
series-parallel system (906 signal) and the feedback (flip-flop)
circuit used as examples in Sections 4.6.1 and 4.6.2. 1In each
instance, the formula as printed by the machine 1s also shown con-
verted into conventlonal symbols. As as additional i1llustration,

the printout for the flip-flop includes the output to the Part 2
program.
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Formula for System Success AR64.376

Formula printed by machine

T¥TZ044 11000EK422 CO001€%223043 11C00EK421 O0001£Z2ZRO31 OOCO1ECRO3211000
»R033 OCO01&CRO34C00010ODEK4?1A00001,2%ZR0O31 00001&CRO3211000,2033 CCOO1
ECR0O3400001000EK421A001000000E£K422A00C01, 22222043 11000EK421 CNOOLETIRN3L 00001
€CR03211000,R033 CO001&CROI4CCO01IDCODEK421A00001,2%%R031 00001RCRO3211000
+RO33 OCOOLECRO34CO00INONEKS421A001COBDNIEK422A00100,2%2045 110CCEK423 OCO01
ETIEZXEX043 11COCEK421 OO0O1E¥ZRC3I1 COOD01ECRO3211C00,R033 O0CClECRO3I4C0001
oConfK421A000C1,22%R031 00NC1ECRO3211C0ON,R033 COOOLECRO3400001000EK421A400100
onofCRC391100C,¥%C44 110008K423 00001&%Z2ZRC31 O00001&CR0O3211000,R033 CCOC1
ECR0O34000ClOnDDEK422B00001,2922031 00CO16CR0O3211000,R033 0Q0001ECRO340C001
oOopiK4Z22B00100c0nc£K423A00001,22%222%%043 11000EK421 O00CL1EZZRO31 00001
f.C203211000,RC33 COO01LCRO340C001InDONEKS21A00001,%¥2XR0O31 00001ECR0O3211000
2023 CO0Q0CL1ECRD34L0001conlk421A0010000uelR03911000,83044 11UUUEK423 00001
£X¥R031 OCO01ECRO2211C00,R033 Q0OC1ECRO34C0001oDnOEK422R00001,2%%R031 00001
ECRMN32110C0,RC33 CODOL1ECRO3400001600EK42280010000nEK423A001000D

Formula converted to conventional symbols

((((o4it/0p & mzz/o’f & ((((o43/0p & K421/0K & ((RO31/0K & v R33/0K
& cm/—/cv;;;% K+21A/0K v (gé 31/0K & CR32/0p v R33 /0K & 53_2/6% v R33 OK

& CR34/CK X42-14/0K v (((R31/0K & CR32 ((( ( & K4e-1
& ((R31/0K & u<<¢/_ v R33/0K & CR 4/0K)) Kl-l- 214/0K 31/0K & CR32/_
v R33/0K & cp3u/ox)§) & XL21a/ sh & CR39 v ((0 44/@ K -23/0K &

R31/CK & CR32/op
43/o0p & KL21/0K

(R31/0X & CR32/op v R33/0K & CR3 /ox)))i & KueaB/ox v 5%
((R31/0K & CR32/0p

(

v R23/0K % CR24/0K))) & KU422B/sh) ﬁ A/0K v ({ (((

& ((R31/0K & CR32/0p v R33/OK & CR3 / & K4214 /0K v

v R33/0K & vR3«/VK)I))) & Ku421A/sh) CR3 /‘5 E(Aa/a‘ﬁ K423/0K & {(R31/0K
& CR32/op v R33/0K & CR 4/OK l) &/K422B/OK v (( R31/0K & CR32/6p v R33/0K
& CR X)) K4234/8h)

) & ¥L22B/sh

(a) Series-Parallel System (906 Signal)

Formula for System Success

Formula printed by machine

2001 00001&%¥R007 00001E€%ZZRONAR COCOLECO03 000CIOmECRGDI00001ERCOL 00001
ECCCL OCOC1EZZRO03 O00OC1E2Z2ZR0ON3 CCCNI1EBZRCOS 00001ECO004 00001EBRECRO0200001
f.RCC4 CCOClERCCT7 COCClECOC2 NCCO1EROO0E OCCClmmECO002 00001npoRO02 00001oo

Formula converted to conventional symbols

Ql/OK & ((R7/0K & ((R8/0K & C3/OK)) & CR1/OK & R1/0K & C1/0K & ((R3/0K
& (R3/OK & ((RS/OK & CL/OK)) & CR2/0K & RU/OK & RT/OK & C2/0K & R6/0K))
& Q2/CK)) & R2/0K))

Output to Part II

0001 £Q001000001R007000001R006000001C0030C0001CRO0100001R0O0100000.C001000001
7001 RO0O3000001R005000001C004000001CRGD200001R004000001
2001 C002000001R0N6000001Q002000001RC02000001

(b) Feedback Circuit (Flip-Flop)

FIGURE 22

PART 1 PRINTOUTS
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5. PREPARING COMPUTER INPUTS

5.1 Coding Diagrams

The discussion of the work flow 1n CRAM (page 7) pointed out
that the flrst computer program accepts the dlagram and produces a
formula.

The computer program works serlially. It constructs a formuls
step by step, adding to it on the basls of the last card it has read;
1t then reads the next card, representing the next block, and con-
tinues making the formula. Thils process 1s possible only 1f the
cards are so ordered that, when a block 1s reached, all the formulas
for all the predecessors of thls block are already avallable 1in the
machine. One set of coding instructions wlll deal with this numbering
of blocks.

Again, 1f a block 1s cone of several predecessors to another, a
formula for 1t must be constructed and stored while the formulas
for the other predecessors are made. This formula must be coded,
If a block has several predecessors, the formulas for these
predecessors must be retrieved from storage, for use 1in making up
the formula; this step must be coded into the card, since it 1s a
special operatlon. Convenlence blocks must be stored in a special
place, and, if there 1s no element corresponding to them, care must
be taken to exclude the name of the convenlence block from the
formula. This exclusion must be coded 1n the card. Filnally, input
blocks are pecullar 1n that they have no predecessor, and this fact
must be coded. The second set of instructions deals with the coding
of information concerning blocks, such as that descrlbed above,

A third set of instructions descrlbes how to code the connections,
l.e., which are the predecessors, and what logical function 1s
required of them. In the same set, the codling of the element name and
mode is descrlbed in 1-2-3 fashion (as explained in Section 4.2,2).
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Finally, there are several options concerning the printout of
the program; these are described and coded in the fourth and last
set of instructions.

The preparatlon of input cards 1s a three-stage process:

(1) The dlagram 1s marked with the necessary information,
which consists, for each block, of the block number
and blcock tyre.

(2) The auxiliary information (length of element name,
number of operatlng modes) 1s used to set the format
for the element code.

(3) Code sheets are prepared from the marked diagram, in
accordance with the format described in Section 5.1.3.

These three stages are now described in detail.

5.1.1 Marking the Dlagram

5.1.1,1 Numbering Blocks

To conserve space 1In the computer, and also to enable the pro-
gram to work serlally, all blocks are glven numbers, as shown 1n
Flgure 23. These are assigned by the following rule.

Rule for Numberlng Blocks

(1) Block numbers consist of four places, XXXX, starting
wilth 0001, and continulng in order.

(2) Convenlence blocks carry, in addition, a "+" punch over
+
the high-order position, e.g., 0013, if block number 13
1s a convenlence block.

(3) The number 0001 1s given to the upper left-hand input
block.

(4) If 0001 1s the only input to 1ts successor, the latter
is given the number 0002; if it 1s not the only input,
the left-most input block headlng the next branch to the
right 1s given the number 0002.
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0009(b)

cgr3 I
0K
0001 0005(b Jooio(a)
cgm1 T cpr3 T cone © el
op, Eh op, sh 0K, sh OQI
JCo0E (a Too05 (a Joo11{a) SIDG
coma S| | cpne S| | ocpre © =z Anossss
s il _ Tooes
op op op, sh CgTh S
Tooc3(a Toooz(a Tooaz(a) —
3 a e op, sh
CgIe © cgI1 *~ CPND  ©
oK oK = |
conn S
Tooon(a looog(a Jooi3(a) *0020(e)
conp 2 cgnp B SIDE B Ic i002
op 0K, sh 5 1 o g
& 1 roors | %
%14 c) o021 logeg
sIr J cprs S cgnt S
E E: sh 5
l+o015(a) Jooz2 loces
¢ cgnr S oliag
A+ 0K, sh 0K
Jooc16(a) 0017 (b) Looe3 loozo
cgIL B sIpg B conk YCH | cong
OK 0K, sh op ap
|+0018 {c) 30031
g0 ch 0035 0037
op i cgrr T cpr7 T
T s o || @
CZS 5, 755 loo3B6 looag
CONL C@NL
I O I 0K, sh P
[ o033 +0034 ————-J+-003 9
CENL JB cgs 79 op™C
0K, sh oK 55
l +C01 Py I +0023
Tooio
cgIs 7
CPI1 = Coil 1 OK
CPNA = Contact A [ +o042
SIDF = Silicon diode F conm©
op = Not open [
0K = Not open and not short
A+ = Convenience block A
Ax = TUse of convenlence block A

FIGURE 23

TEST RELIABILITY DIAGRAM FOR CRAM PART 1

75



(5)

Continue in the same fashion, always glving the next
number to:
(a) a serles successor, 1f there 1s one, or
(b) to the left-hand top element of the next branch

to the right, if there ls one not yet numbered, or
(¢c) to the successor, 1f all inputs now have numbers.

The first 20 blocks on Figure 23 have been marked (a), (b), or (c),
depending on which of the above clauses applied.

5.1.1.2 Codlng the Block Types

The different block-types which can occur on a diagram, with
their definlitions, are given in Table 2.

TABLE 2

TYPES OF BLOCKS ON A RELIABILITY DIAGRAM

Name Definition Symbol
Input block No predecessor I
Conyentence MO | See page cs
Conyentence B106k | ses pase :
Junction block A block wilth more than J

Branch block

Serles block None of these S

one predecessor

One of several predecessors B
to 1ts successor

A block may be of several types; for instance, 1t may be a
convenience block and a junction block, or 1t may be an input block
and a branch block. Figure 23 was constructed to test the Part 1
computer program, and 1t contains all possible combinatlions of

block types several tlmes.

be prepared as specifled below.

These combinations are listed in Table 3.
The block type must be written on the diagram before code sheets can




TABLE 3
COMBINATICONS OF BLOCK TYPES
Symbol Types in Combilnation Example
I ‘Input block (single element) 0001,0024
IC Input and ccnvenience block 5020
1B Input and branch block 0017
J Junctlon block 0040
JB Junction and branch block (element) 0033
JCE Junctlon and convenlence block with element 6018
Jc Junctlon and convenience block without element 6031
CE Convenlence block wlth element 6023
C Convenlence block without element 6015
B Branch block (single element) 0036
S Serles element (none of the others) 0028

Rule for Coding Block Types

(1) Each block must be given the symbol specified in Figure 24,
part (b),.

(2) When a convenlence block appears with an "*", i,e., when
a previously stored convenlence block 1s called for, the
number of the block where it was flrst named must be
written under the starred block. The block where 1t was
first named has the name with a "+" 1n the corner,

(3) Convenience blocks with stars are coded as "C", or "JC",
l1.e., as blocks without elements. These are the same
blocks mentioned above, On first mentlon, i.e., when
they carry a "+", convenlence blocks are coded C or CE,
depending on whether or not they represent an element.
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5.1.2 The Element Designator Format

Each block contalning an element name represents an assertion
about the operating mode of the element. This assertion must be
coded for insertion into the machine, The procedure follows:

Rule for Determining Format

(1)

(2)

(3)

Determine the maximum numbcr of symbols 1n the element

names on the diagram. This number is m.

Iet n be the number of operating modes on the "list of
operating modes" supplied with the dilagram. The last two
modes should be 0K and OK, in that order. This point
should be checked.

The number of columns needed for an element designator is
now
m+n+ 1

5.1.3 Preparing Dlagram Code Sheets

The diagram code sheets are made up of the following

information:

(1)
(2)

(3)
(4)

(5)

(6)
(7)

The block number

The card number for this block (1t may happen that two
cards are needed to represent a block)

A block-type code, as 1llustrated in Figure 24, part (b)

A print-out instruction, 1f wanted. Thls code can be
used to obtain intermedlate printouts.

Element name. (If the element name 1s less than m symbols
in length, leave blanks for the last spaces.)

Element tag, describing the required operating modes

(a) For convenience blocks called in, the block
number at which they were originally defined
(b) For series blocks, the block number of the predecessor
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(¢) For junction blocks, the requlred formula

The formula appearing as item 7c¢, above, 1s the propositional
function of the predecessor blocks needed as 1lnput to the junction
block. It uses speclal symbols for "and", "or", and the "excluslve
or" which are displayed in Figure 24, part (d). Instructions for
maklng these formulas may be found in the appendlx. Figure 2L shows
the detalled coding 1nstructilons.

5.2 TInputs to Part 1 and Part 2 Computer Frograms

The inputs to the Part 1 computer program now consist of:
(1) The program deck

(2) A header card having:
m in columns 1-3 (m 1s the maximum length of element names)

n+l in columns 4-6 (n 1s the number of operating modes,
including OK and OK)
H in column 80, to indicate that 1t 1s a header card.

(3) The cards representing the diagram, as punched from the
sheets described in Sectlon 5.1.3. These cards must be

in order.
The input to the Part 2 computer program conslsts of:
(1) The program deck

(2) A header card having:
m-1 in columns 1-3 (m is the maximum length of element
names)
n+l in columns 4-6 (n is the number of operating modes,
including OK and OK)
H in column 80, to indicate that it is a header card.

(3) The output of the Part 1 program

5.3 Ccding Element Fallure Information

5.%.1 Operating Modes

Operating modes will be recorded on a single card, which also

carries the additional information indicated in Figure 25, part (a).
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The operating modes are ldentifled by thelr location numbers,
followed by a two-digit mnemonic code. The modes OK and OK must be
Included., For instance, 1f open and short are the only fallure
modes, the 1dentificatlon would be

ol op 02 sh 03 OK ol 0K
with the spaces above not represented on the card,

5.3.2 Fallure Information

The faillure information 1s contalned on two types of cards,
which must be merged 1n the right order. If rates are glven as
faillure Information for the operating modes of a part class, then a
card (or cards) contalning the fallure rates must be followed by
cards contalinlng, for each operating mode, the applicatlon factors

and the time.

If the fallure informatlion is provided 1n the form of prob-
abllities, the second type of card 1s not needed.

Detalled descriptions of these cards are glven 1n Filgure 25,
parts (b) and (c), respectively.

5.3.3 Element List

The element llst must also be converted into cards. The format
1s shown 1n Figure 25, part (d). These cards contaln only the name
of the element and the name of the part class to which 1t belongs.

5.4 Inputs to Part 3 Program

The inputs to the Part 3 program can now be summarized as

follows:

(1) The header card, with the system name
(2) The card containing the operating mode 1list [Flgure 25(a)]

(3) The fallure information cards [parts (b) and (c) of
Flgure 25), sultably merged

(4) The element 1list [Figure 25(d)]

(5) The output of the Part 2 program
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APPENDIX
COMPUTATION CF RELIABILITY EXPRESSIONS AND FUNCTIONS

1. General Discussiont

Once the reliability diagram in standard form has been
constructed for a function diagram, there remains the task of con-
structing the reliabllity expression for the system, and finding the
rellability function of the system in terms of the reliability func-
tlon of the elements. Although this task is now being assigned to
computers, a discussion of how it 1is performed is still necessary.

Glven a reliability diagram in standard form, one starts the
computation of the reliabllity expression from the top, i.e., with
oceurrences®t that have no predecessors. For these occurrences, we

have

A¥ = Ay, 1=1,...,m, (A.1)

Immediate successors of these occurrences have propositional func-
tions of the Ai only;

% = Borgpn (A% ,LL.,A% ) 3 =1,... A.2
BY = B, ¢Bj( 1L ng) I »D (A.2)

This equatlon expresses the definition of reliability. From
(A.1) we can then substitute into (A.2) for the A§ and obtain
B§ = BJ'¢BJ(A11""’AiJ) (A.3)
which 1s an expression for the B§ in terms of individual occurrences.
If C i1s an occurrence that has only B's for predecessors, and if,
for example, the propositional function of C 1is

+ 1In this discussion the standard logical notations "-" and "v"

are used for "and" and "or", respectilvely.

+t+ "Occurrences" is the word used for blocks in reliability
block dilagrams.
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¢ o(B%, B%, BY%)
then, agaln, we have
— . *
C*¥ = C ¢C(B+;, B%, BS) (A.L)

By substitution from (A.3) we can express C* as a function of
individual occurrences, namely C, Bj‘s, and Ai's.

Since the reliability diagram 1s a tree dlagram, thils substitu-
tion process will terminate with an expression for the filnal occur-
rence (which represents system success) in terms of the indlvidual

occurrences of the diagram.

In carrying out thils process, i1t must be recalled that several
occurrences may represent the same operating mode of the same element,
and several occurrences may represent different modes of the same
element. When this occurs, we have to use an arithmetic of sets to
obtaln the proper reliabllity expression. For lnstance, suppose that

"a" in mode zero,

the diagram contains two occurrences of the element
denoted by A , and that the resulting reliabllity expression contains

elther
A < A or (A.5)

A v A (A.6)

"

The first expression 1s true if the element "a" 1s in state zero,

and if element "a'" is 1in state zero. However, since repeating the
phrase does not impose any further restriction,

A, - A=A (A.7)

Similarly, in (A.6) the possibility that either "a" 1s in state zero

or "a" 1s in state zero still amounts to "a" being in state zero, so

that
A vA =A (A.8)
On the other hand, if we produce terms of the form

A/O * A/ (A.9)
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requiring "a" to be operating in mode zero and mode 1, then this
event will never happen. Thus,

A, C A, = (:) (A.10)
where (:) designates an event that will never take place.

When one finally arrives at a rellability expression for a
system, and applies the simplifications previously indicated, then
the reliabilities of the different elements stated at different times
must still be used to find the reliability of the system. This is
still a fairly complicated procedure.

Suppose the expression is
S* = (AB v AC v BC) (A.11)

with P,, Py, P, representing the probabilities that "a", "b", and
n_n

c" are in the required states.

Then, by the rules for finding the probabilities of compound

events, we have

Pr(S*) = Pr (AB v AC v BC)

Pr (AB) + Pr (AC) + Pr (BC)
- [Pr (AB-AC) + Pr (AB.BC) + Pr (AC-BC)]
+ Pr (AB.AC.BC) (a.12)

The parentheses on the third and fourth lines of Equation A.12 con-
tain events 1like (A.7), which must be simplified. For example,

A*B-AC = ABC (A.13)

This simplification must be made before the numbers PA, P, PC
are substituted; otherwise, we would get the wrong answers. For
instance, if we substiltute on the left-hand side of (A.13) we get

2
Py Pg P

while the right-hand side gives us



AB°C

which 1s the correct term.
If all these contractions are made, then (A.12) becomes
Pr(S*) = Pr(AB) + Pr(AC) + Pr(BC) - 2Pr(ABC) (A.14)
in which a substitutlon of numbers can be made.

Section 2 gives precise instructlons for obtalning reliablility
expressions and functions from rellability diagrams, and Section 3

presents further examples.

2. Rules and Procedures for Computing Rellability
Expresslons and Functions

The discussion in Section 1 may be formally summarized by the
following Instructions and rules. It 1s assumed that a reliabllity

diagram in standard form is available,

2.1 Rules for Constructing Reliability Expressions

Rule RE1l. Start computing reliability expressions with occurrences
that have no predecessors. For one such occurrence, the
reliability expression A¥ 1s just the name of the

occurrence itself. Thus,
A% = A

Rule RE2. If A,...,B are the predecessors of an occurrence C; éc
1s the propositional function of C; A¥,..,.,B* are the
reliability expressions for the occurrences A,...,B;

similarly, C¥ 1s the reliabllity expression for the

and,

ocecurrence of C, then
C* = c-¢C(A*,...,B*)

Rule RE3. Throughout the computation of reliability expresslons,
apply the rules of Boolean algebra to simplify the

expressions as far as possible.
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Rule RE4.

=
Il
>

<
=
Il

™

(Bv C)=AB v AC

and hence
A(B v AC) = AB v AC
ete.

If A; and A, represent different states of the same
element, then any term A A, must be replaced by (:).

Thus,
ph, = (0O

where A, and A, represent different states of the same
element. DBy comblning thlis expression with the Boolean
algebra rules in RE3 we get

A,48cD = (0)

These rules suffice to obtain reliabillity expressions from reli-
ability dlagrams.

In order to see all the different parallel paths that can lead

to system success, however, it is recommended that the flnal expres-

slon be transformed into a standard form. Thils transformation can

always be made by use of the rules in RE3.

Rule RES5,

Transform the final reliability expression until 1t has
the standard form

’ITo('TT;LV. . .Vln)
where

Tos TMLls e« « 2Ty

are conjunctions, i.e., terms of the form
Al-AZ'....,'An
and no element of 7, occurs in any of the other'ni.
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In this presentation m, has all the series elements, and
the ﬂi(i > 0) contain parallel success paths among the
remalning elements.

Rules RE1l to RES will produce reliability expressions in standard

form.

2.2 Rules for Computing Reliability Functilons

Rule RF1.

Rule RFZ2.

Rule RF3.

Rule RF4,.

from Expressions

Tt will be found advantageous to compute the reliability
function from the expression obtained by REl to RE4, 1.e.,

before the expression has been put 1n standard form.

In order to compute the reliabllity of a complicated
expression, it 1s necessary to express this probablility as
sumg and differences of probabilities of conjunctive terms.
This is done by repeated applications of the rule

Pr(A v B) = Pr(A) + Pr(B) - Pr(AB)

and 1ts generalization.

Given a complex, bracketed expression, application of
the rule RF2 should start with the outslde bracket.

For example,
Pr[A v B(C v D)] = Pr(A) + Pr[B(C v D)]

-Pr[AB(C v D)]

After every appllcation of RF2 the simplification rules,
RE3 and RE4, must be applied to the expresslons produced.
That 1s, for any term "Pr( - )" on the right, the
expression in parentheses followlng "Pr" must be simplified
if possible. Application of rules RF1l to RF4 will produce
an equation of the form

Pr(s*) = z £Pr(m,)
where the ™y are conjunctive terms in simplest forms. To

obtaln reliabllity functions, we must substitute for the

terms Pr(m;).




Rule RF5, 1In general, it will be assumed that the probabilities
that different elements are in required states are
independent. If this assumption is true, then

It

n
Pr(m) = Pr(Ay,...,4,) = || Pr(a,)
1

Pr(Al)‘..'Pr(An)
which may be substituted into the final expression
obtained by RF4.

Rule RF6. The elementary expressions Pr(A;) represent the reliabllities
of the individual elements, which were given with the origi-
nal function dlagram, either as functions of time or as
numbers. The reliability of the system, or the reliabililty
function of the system, is obtalned by substituting these
numbers or functions for the symbols Pr(A) in the expres-
sion obtained from RF5,

3. Examples

The remainder of this appendix presents examples of the computa-
tion of reliability expressions and functions.

Example 1
Consider the reliability diagram of Figure A.1l.

FIGURE A.1
RELTABILITY DIAGRAM
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The interpretation of this dlagram 1s that
(1) either A or F suffices to work C;

(2) either B or G suffices to work D; and
(3) both C and D must work for E to work.

Expressed in symbols, this information is:
(1) g = (8% v F¥)

(21) ¢p (B*¥ v G¥), and

(3') ¢g (Cc* - D¥).

Now, 1f we apply the rules for the formatlon of rellability
expressions, we get:

A¥ = A
¥ = F .
by RE1l, since the occurrences are
B* = B without predecessors.
G*¥ = G
Then:
c* = C (A* v F¥), from (1') and RE2;
D¥ =D « (B¥ v G%), from (2') and RE2;
and

E* = E . (C* . D¥), from (3¢) and RE2,
=E- [+ (AvVvF).D-. (Bv G)], by substitution.
The eXxpression
E* = E.C.D (A v F) (B v G) (A.15)

is a reliabillity expression.

Since no element occurs twice, and only one state of each
element occurs, the rules for simplifying expressions, RE3 and RE4,
do not apply.

Finally, we transform (A.15) into standard form by using the rule
of Boolean algebra:
(A v F)(Bv G) =AB v AG v FB v FG
which ylelds the rellabllity expression, in standard form,
E* - ECD(AB v AG v FB v FG) (A.16)

The interpretation of (A.16) 1s that, for the system to be-able to
work, 1t 1s necessary that
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(1) E, C, and D all work; and that
(2) at least one of the pairs A and B, A and G, F and B or
F and G works.

To find the reliabllity function, let PA’ PB’ PC, PD, PF, PG’ PE

stand for the reliability functions of A, B, C, D, F, G, and E,

respectively, and suppose they are all independent.
Then, RF1l says that we must use expression (A.15) for our
computation:

Pr(E*) = Pr [ECD(A v F)(B v G)] (A.17)

By Rule RF3, we expand this as
Pr(E*) = Pr[ECDA(B v G) v ECDF(B v G)] (A.18)
By Rule RF2 the right-hand side of (A.18) can be expanded as
follows:
Pr(E*) = Pr [ECDA(B v G)] + Pr [ECDF(B v G)]
- Pr [ECDA(B v G) . ECDF(B v G)] (A.19)
Now the last parentheses contains many sets twilce; hence, by
RFL4 this last expression must be simplified first by RE3.
ECDA(B v G) - ECDF(B v G) = ECDAF(B v G) (A.20)

Substituting (A.20) back into (A.19) yields

Pr(E*) = Pr[ECDA(B v G)] + Pr[ECDF(B v G) ]
- Pr[ECDAF(B v G)] (A.21)

Now, by RF2, each of the parentheses can be again expanded:

Pr{ECDA(B v G)] Pr{3CDAB) + Pr(ECDAG) - Pr(ECDARG)

fl

Pr[ECDF(B v G)] Pr(ECDFB) + Pr(ECDFG) - Pr(ECDFGB)

I

Pr[ECDAF(B v G)] = Pr(ECDAFB) + Pr(ECDAFG) - Pr(ECDAFBG) (A.22)

where the rules for simplification (RE3) have again been applied to
the last term on each line, i.e.,

ECDAB . ECDAG = ECDABG
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If we substitute (A.22) into (A.21), we will have expressed
Pr(E*) as a sum and difference of probabilities of products; i.e.,

Pr(E*) = Pr(ECDAB) + Pr(ECDAG) - Pr(ECDABG)
+ Pr(ECDFB) + Pr(ECDFG) - Pr(ECDFBG)
- Pr(ECDAFB) - Pr(ECDAFG) + Pr(ECDAFBG) (A.23)
Now if we substltute the P's for the probabllitles of products, so
that, for instance,
Pr(ECDAB) = PLP.PpPaPy
and factor out PEPCPD’ then we get the rellabillty function

* — - -
Pr(E*) = PEPCPD[PAPB + P,P, - P,PpP, + PpPp + PP, - PpPpP.

- P PpPp - PyPpP. + PAPFPBPG} (A.24)

which 1is the final answer.
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LIST OF DEFINITIONS

active redundancy. A system has active redundancy 1f it can perform
1ts function 1In two or more separate ways and all of the equip-
ment operates at the same time.

acyclic. Without cycles (series-parallel).

and. An operation that makes a proposltion from two other proposi-
tions, e.g., "Socrates is Greek, and two is greater than one."
The resultant proposition 1s true only 1f both the original
propositions are true.

application factor. Same as K factor.

circult. A cycle, not necessarily maximal, 1n which only one element
1c repeated. See page 48.

conjunctive term. A term consisting of propositions connected only
by and.

convenlence blocks. A device used to represent a complete branch of
a rellability dlagram. See page 23.

cutting, cut. An operation performed to convert a diagram of a
feedback system into a tree dlagram. See pages 49-50.

cycle. Any group of elements, each of which is 1ifs own predecessor.

deslignator, A symbocl or number used as a name for an element
represented by a block on a diagram.

distinct circuits. Two cilrcults are distinct if at least one of them
contains an element that is noct in the other.

EDP. Electronic data processing.

element. The word used to denote the pleces into which a system
is analyzed. They may be subsystems, sub-subsystems, parts,
or even parts of parts.

element operating modes. The possible ways in which an element can
operate or fail.

entrance. An element of a cycle that has an immediate predecessor
outside the cycle,

exclusion. Permissible element modes are mentioned by excluslon

1f the modes which cause the system to fall are mentloned, each
wilth an overbar; for example, op, sh. See page 33.
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exclusive or. A connectlve which makes a proposition out of two
other propositions. The resultant preposition 1s true 1f
elther of the original propositions 1s true, but the original
two propositions cannot both be true; e.g., "Two 1is greater
than one or (excluslve) one 1s greater than two".

exlt. An element that has an immedlate successor outslde the cycle.

fallure-mode-and-effect analysis (FMEA). A listing of all element
failure modes and the effects on system operation if they
occur., See page H2.

feedback. Feedback occurs when, in a chaln of elements, say A,

A eees An, A each element 1s 1ts own predecessor.

lJ 0?

floating point. A way of wrlting numbers which 1s used 1n
computers. The numbers are written as a decimal fractlon
followeg Ey a power of ten. For 1nstance, 345.5 1s written

3455000003, where the last two digits represent the exponent
of the power of ten (3). The sign of the number is written
over the elghth digit, the sign of the exponent over the tenth
digit. See page 38.

header card. A card used as part of the input to a computer program
which defines the format of the inputs, and also contalns the
name of the system.

incluslon. Permissible element operatlng modes are mentloned by
Inclusion 1f the modes which allow the system to function are
mentioned; for example, op,ok. See page 32.

incluslive or. See or.

junction block. A block on a diagram wilth more than one lmmedlate
predecessor, l.e., a block where several branches Join.

K factors., Application factors used to adjust the failure rates of
parts to account for stresses and environmental condlfions.

maximal cycle. A cycle to which no other element can be added
without destroylng the cyclic property. See page 48.

multimode system. A system that can perform different functions or
tThe same function at different levels of effectiveness. The
functions or levels are called modes, and, 1n general, a
slightly different set of elements is required for operation
in each mode. Hence, each mode requires a separate dlagram.

Not Slot. Part of the complete element name. It 1ndlcates whether
the mentioned element operating modes are excluded or permitted.
See pages 31-32.

optional rule. The rule for constructing dlagrams which covers
the use of convenlence blocks. See page U45.
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or. An operatlon that makes a proposition out of two other
propositions, e.g., 'Socrates 1s Itallan or two is greater
than one." The resultant proposition is True if either or
both of the original propositions are true.

Part 1 program. This computer program accepts lnputs representing
the blocks of a diagram, and produces a propositional function
representing the condition for system success.

Part 2 program. This computer program accepts the output of the
Part 1 program, and produces the expression for the system
reliability in terms of the element reliabilities.

Part 3 program. This computer program accepts the output of the
Part 2 program, the element 1list, and the failure informatlon
table, and produces the system reliabililty.

path. A chain of elements, each of which 1s an immedlate successor
of the preceding one, and in which no element 1s repeated.
See page 49.

plece parts. The smallest plece of equipment that can be replaced,
e.g., a tube, a diode, a gear,

predecessors. A block B on a dlagram i1s a predecessor of another
block C, if the path from B to the terminal block of the
diagram passes through C.

program deck. The cards containing the computer program.

propositional calculus. The part of symbollc logic which deals with
statements. A statement 1ls a declarative sentence, e.g.,
"Socrates 1s Greek", "Two 1s larger than one."

propositional function. A proposition made up of simpler propositions
and connectives, e.g., 'Socrates 1s Greek and two 1s greater
than one." And is a connective. The other connectives used
are "or", and Teither, or".

reliability block dlagram. A graphlcal representatlion of the
conditions for successful operation of the system.

series system. A system which operates correctly only 1if all the
elements operate correctly.

standby redundancy. A system has standby redundancy if it can perform
its function 1in two or more separate ways and the equipment
for one of these modes is not swltched on until the equipment(s)
for the other mode(s) has (have) failed.

system modes, See multimode system.

tag. The part of the complete element name that mentions the
element operating modes which are excluded (the number 1
entered in the Not Slot) or permitted (a zero entered in the
Not Slot). See pages 31-32.
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terminal block. The last block on a rellability block diagram. It

represents system success.

tree dlagram. A dlagram in which each block has only a slngle

successor (except the terminal block, which has none) .

uti1lity routines. Computer programs which can be used to solve a

wide variety of problems, without requirlng alteration.
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